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Abstract—Emerging V2X technology enables vehicles to ex-
change messages with each other (V2V) and with signaling
infrastructure (I2V) on the roadways. Information propagation
in transportation networks is highly influenced by both vehicle
mobility and wireless communication. As for vehicle mobility,
realistic traffic flow changes with time, exhibiting sharp time-
triggered transitions, due to external factors such as traffic
lights. Thus, mobility process is temporally heterogeneous and not
smooth, which fundamentally alters the dynamics of V2X (V2V
and I2V together) message propagation in a complex manner.
As for wireless communication, communication heterogeneity
is an integral component of V2X systems - different types of
vehicles may have different communication capabilities, and V2V
and 12V communications coexist. We propose a mathematical
framework, based on a continuous-time Markov chain (CTMC),
for characterizing the spatio-temporal spread of V2X information
(1) when the traffic flow exhibits sharp time-triggered transitions
and (2) when there exists communication heterogeneity compris-
ing of different V2V commutation capabilities, different wireless
communication conditions, and both V2V and I2V. We prove
that the state evolutions under the CTMC model converge to a
set of differential equations in the asymptotic limit of a large
number of vehicles, enabling computations that gracefully scale
with increase in network size and the number of vehicles. Our
framework can accommodate arbitrary traffic synchronization
patterns corresponding for example to incorporate the presence
of an arbitrary number of traffic signals. Furthermore, numerical
computations using this mathematical framework answer several
questions that influence the practice of V2X network design and
security.

I. INTRODUCTION

Vehicles can share information with each other via vehicle-
to-vehicle communication (V2V) or with infrastructures on the
roadway via infrastructure-to-vehicle communication (I2V).
These are collectively referred to as V2X. We seek a mathe-
matical framework that characterizes the fraction of vehicles
that have received data through V2X, equivalently the prob-
ability distributions, as a function of space and time, in an
arbitrary road topology. In vehicular networks, the evolution
of mobility and communication is intrinsically stochastic,
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which leads to substantial challenges in computing the rel-
evant probability distributions. Computation approaches are
available only for steady-state distributions of even regular
stochastic processes such as Markov processes, but even these
approaches are computationally intensive because they rely
on the inversion of the transition probability matrices with
dimensions increasing with the number of vehicles and size
of the road network. We seek to obtain the distribution of the
number of vehicles that carry the information at any finite time,
which is much more challenging than computing the steady-
state distributions. We recently characterized the same for the
simple scenario of homogeneous mobility and communication:
specifically 1) the mobility process does not depend on time
and 2) all vehicles are homogeneous concerning communica-
tion and there is no I12V. [1].

However, in real systems, the mobility process changes
with time not only through traffic congestion but also through
sharp time-triggered transitions due to external factors such
as traffic lights, unpredictable disruptions (e.g., accidents),
or planned disruptions (e.g., road-block). For physical traffic
lights, all vehicles stop when the light turns red, and they start
moving when the light turns green. For virtual traffic lights,
the simultaneous stopping and the resumption of movement
are both accomplished through the exchange of V2V messages
amongst the vehicles (refer to [2] for an example of a virtual
traffic light protocol). Thus the mobility process is temporally
heterogeneous and not smooth. Both physical and virtual
traffic lights alter the dynamics of V2V message flow because
of the following reasons: 1) all the vehicles simultaneously
stop during a certain period and subsequently move during
the next period, thus traffic flow becomes synchronized, and
2) different kinds of V2V messages can be quickly propagated
amongst vehicles that wait in close proximity to each other
at the red traffic light (or virtual equivalent). Ignoring these
effects in the model lead to a significant divergence between
the message propagation pattern obtained from the model and
what arises in practice (e.g., see Figure [I). Note that Figure
[I] show that the divergence can be significant even with one
traffic light. The divergence may increase significantly more
when there are multiple traffic lights due to the correlation
between red and green traffic lights. Transportation networks
in large cities have a large number of traffic lights (e.g.,
2,820 intersections in Manhattan alone are controlled by traffic
signals as of June 2011 [3]]).

Furthermore, as for communication, heterogeneity consti-
tutes the very essence of V2X systems — different vehicles may
have different communication capabilities, experience different
communication ambience and execute different communica-



tion strategies. For example, either due to intrinsic hardware
or software limitations, or strategic choice towards enhancing
resilience to cyber-attacks, only some vehicles may be allowed
to both transmit and receive information, while the remain-
ing vehicles may only receive information. Note that cyber-
attacks on V2X systems can abuse anonymous authentication
techniques [4]], cause significant delays, or send manipulated
messages to attack the vehicular network. Resilience may be
enhanced by allowing only some authenticated and secured
vehicles to transmit, particularly during the dispersal of in-
formation of high security-value such as certificate revocation
lists (CRLsﬂ Also, if only a few vehicles transmit, then when
a cyber-attack is suspected diagnostics need to be run only on
a few vehicles and the malefactors can be detected in a short
time [8]]. In view of all the above, we allow for scenarios in
which only a certain proportion of vehicles are allowed to both
forward and receive the information (e.g., CRL) via V2V with
aid of RSUs while the rest can only receive the information.
The first set is referred to as certified, to indicate that they
have been verified or pronounced to be more trustworthy and
have the requisite capability to digitally sign; the second set of
vehicles is referred to as non-certified. The central certification
authority determines which vehicles are certified and maintains
a list thereof.

Infrastructure is another essential element of the V2X
system. 12V communications from road side units (RSUs)
bolsters the spread of messages beyond V2V communication,
and also supports vehicular network applications such as smart
traffic lights, road signing, emergency broadcasts, road traffic
advisory. Most infrastructure units do not disclose internal
information without the approval of the central authority, while
on-board units installed in each vehicle can be easily attacked
by malicious agents. Thus, 12V is inherently more secure
than V2V. But, deploying RSUs, or converting existing road
side infrastructure to RSUs, incurs additional expense, and
renders V2X communication even more heterogeneous as V2V
fundamentally differs from I2V.

As for the temporally heterogeneous mobility process, we

'There are simulation studies that address the efficient distribution of
information through V2X in vehicular networks, with a particular focus on
the distribution of Certificate Revocation List (CRL). A certification authority
(CA) is responsible for incorporating the identification of the invalidated
certificate(s) into a CRL. Subsequently, the CRL update can be initiated by
Roadside Units (RSUs), whereby they disseminate the CRL to vehicles that
pass by. A study [S]] has proposed the utilization of V2V communication
as a strategy to enhance the efficient dissemination of CRLs. This approach
enables vehicles that have received the CRL updates to transmit it to other
vehicles they encounter, thereby disseminating the information more rapidly
throughout the network. A study [6] reestablishes the results in [5]], but for
partial deployment scenarios of V2V communication, which refer to situations
where only a specific proportion of vehicles are equipped with VANET radios.
Note that dissemination of CRLs through V2V communication introduces
certain security risks, e.g., if a vehicle that forwards the CRL alters it before
forwarding the security of the entire system would be compromised. Thus
vehicles that forward the CRL should have a certain level of security clearance
which only a small fraction of the vehicles may possess as the forwardings
by these vehicles need to be periodically verified to ensure that they remain
trustworthy. Also, if a vehicle forwards the CRL it receives, it ought to
digitally sign the CRL, a capability that not all vehicles possess in general.
Finally, if an extensive volume of information distributions takes place and
is communicated throughout the entire network, it has the potential to induce
network congestion or impede the provision of other essential V2X messages
with higher priority [7].

seek to characterize the impact of traffic signals on the fraction
of vehicles that have received a message as a function of time
and space. As for heterogeneity in V2X communications, the
following questions arise: (1) How do the different vehicles
with different communication capabilities affect the spread
of V2X messages? What percentage of vehicles capable of
transmitting would ensure that the desired propagation speed
is attained? (2) How do diverse communication conditions,
such as interference due to the high density of transmitting
vehicles, affect the spread of V2X messages? (3) How does
infrastructure affect information propagation? Which is better
in terms of propagation speed - greater number of the infras-
tructure units or vehicles capable of transmitting? The answers
to these questions, particularly (1) and (3) would depend on
the prevailing communication and mobility conditions which
change with time and location. The answers would also help
determine the appropriate trade-offs between expense, security
risks and V2X message propagation efficacy. Developing a
mathematical framework for tractable computation of the dis-
tribution of informed vehicles as a function of space and time
in presence of mobility and communication heterogeneities is
a prerequisite for answering these questions. This remains an
uncharted terrain, which we seek to contribute to in a mathe-
matically rigorous albeit computationally tractable manner.
We now describe the related work. A genre of work de-
signs traffic signal control to improve traffic flow and energy
consumption at intersections. For example, [9] provides an
intelligent traffic management system in two types of road
intersections (roundabouts and crossroads) supported by V2X.
[10], [[11] demonstrate that energy consumption at signalized
intersections can be optimized by reducing vehicle idling
through communication between infrastructures and vehicles.
Also, [12]], [[13] apply deep reinforcement learning to traffic
light control problems based on the Markov decision process
framework. However, this genre does not consider the flow
of V2X messages. Another genre of work studies propagation
speed in presence of communication heterogeneity. [[14], [[15]
considers V2V-equipped and unequipped vehicles, and studies
the speed of information spread amongst equipped vehicles
at each time and location using traffic flow that is present
at that time and nearby. In the study, equipped vehicles are
related to both information dissemination and traffic flow,
while unequipped vehicles are only directly tied to traffic flow
dynamics. However, to the best of our knowledge, this genre
does not capture the fraction of vehicles that have received
V2X messages as a function of space and time in an arbitrary
road topology. The third genre of analytical studies have fo-
cused on analyzing propagation speed along one-dimensional
road in V2V system for given vehicle speed, traffic density,
and distance between vehicles [16]—[21]]. This genre has seen
limited research on two-dimensional road systems. A recent
paper [22] studies the delay in message forwarding along a
selected path in a two-dimensional road system under the
assumption that all vehicles traveling in the same direction on
a road segment are traveling at the same speed. In this paper,
the authors introduced an algorithm to choose the path with
the minimum expected delay. Another study [23]] approximates
the speed of information dissemination “wave” at each time



and location using only the deterministic traffic flow that is
present at that moment and nearby. As such, this genre of
work has mostly concentrated on estimating propagation speed
(or expected delivery delays), that too without any facilitating
infrastructure and for temporally smooth mobility processes,
which can happen only when there are no traffic signals.
We seek characterization of spatio-temporal distribution of
messages in V2X systems, i.e., fraction of vehicles who
have received the desired message, as a function of space
and time, over two-dimensional roads with infrastructure and
traffic signals. This has hitherto remained an unchartered
territory. The closest to the current work is our previous
work [[1]] which characterizes the spatio-temporal distribution
of messages in V2X systems, but under the limitation that
there is no infrastructure and the mobility process is temporally
smooth. The generalization in the above dimensions, which
is critical for capturing practical attributes of transportation
systems, calls for fundamental methodological innovations,
which we attain in this paper.

We consider pulsed vehicular traffic flow due to traffic
signals, which leads to mobility heterogeneity as discussed
above. We also consider a V2X network with (1) two classes
of vehicles differentiated by their communication capabilities:
certified vehicles capable of both transmitting and receiving,
and non-certified vehicles that can only receive, (2) infrastruc-
tures in the form of RSUs at various locations. We start from a
continuous-time Markov chain (CTMC) and present a mathe-
matical model for characterizing the spatio-temporal spread of
V2X information under the aforementioned conditions. As for
the temporally heterogeneous mobility process, we capture the
time-varying mobility by combining continuous evolution of
state variables with discrete, instantaneous changes of mobility
rates between red and green traffic lights. This constitutes
the first methodological innovation. Despite the fact that
the mobility functions of the equations are instantaneously
changed, executions of the system are always continuous. The
second methodological innovation is to accommodate infras-
tructure in the model despite fundamental differences between
V2V and 12V communications. We also capture the different
classes of vehicles with different communication capabilities
by introducing different state variables where each variable
represents each class. We then show that, despite the presence
of mobility and communication heterogeneities, as the number
of vehicles approaches infinity, the stochastic model converges
to a system of differential equations, which provides the
fraction of vehicles that have received an information of
interest, as a function of time and space (Section @ The
computation time scales efficiently with the number of overall
vehicles and the size of the transportation network and the
number of RSUs, which constitutes a significant strength of the
approach given the scale of modern transportation networks.
In Section [T} we use the differential equation formulation to
answer specific questions that heterogeneity in mobility and
communication pose. In Section [[V] we articulate the bearings
of our findings on the practice of V2X network design and
security and present a direction of future research to address
a limitation.
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Fig. 1. (a) Clustered U.S Highway 101 with single hypothetical traffic light.
We assume that there is a traffic light between clusters 7 and 8. (This figure
is modified from Figure 11a of [1]) (b) Fraction of informed vehicles in
cluster 8 over time. The gray points are the average of 100 simulation runs
for V2V message flow. The message flow has been obtained by superimposing
a statistical communication process on a synthetic trace data, modified based
on an actual trajectory dataset [24], to reflect the pulsed traffic. The dotted red
line is the solution of the previous model in [1]], which does not incorporate
traffic lights. Notice that there is a significant difference between the gray
points and the dotted red line. The solid red line is the solution of the model
that we will present in this paper. The solid red line tracks the gray points more
closely than the the dotted red line. The ratio between the average deviation
over time between the gray points and the dotted red line and that between
the gray points and the solid red line is approximately 2.5:1.

II. MODEL FORMULATION

We propose a model with a macro-level view of the vehic-
ular networks where the system is expressed for aggregates
rather than for individual vehicles. The overall road topology
is divided into J clusters, where each cluster corresponds
to a specific part of the road (Figure 3] for an example).
Our model groups vehicles in clusters, allows them to move
across clusters, and communicate within and across clusters.
The model can accommodate vehicular mobility conditions
including pulsed traffic and V2X (V2V and I12V) communica-
tion conditions. We show that the stochastic model converges
to a set of differential equations (diffusion equations) as the
number of vehicles increases, despite discontinuous temporal
changes in the traffic flow and communication heterogeneity.
Our framework scales efficiently to a large number of vehicles
in a large-scale vehicular network (i.e., metropolitan city)
while most vehicular network simulators (e.g., VEINS[25])
can only realistically simulate small to medium number of
vehicles due to large memory usage. We consider the prop-
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Fig. 2. (a) (This figure is modified from Figure 14 of ) Clustered road
topologies. The mobility rates between clusters with traffic lights are changed
discontinuously depending on the mode switching over time. (b) Evolution
of the process. Case 1 is an example of two traffic lights being synchronized,
and case 2 is an example of not being synchronized.
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Fig. 3. Clustered grid road topology with bidirectional traffic. Each road
segment consists of 2 clusters corresponding to the opposite directional roads
(see blue dashed rectangle). The mobility and communication networks can
be described through routing probabilities and communication rates between
pairs of clusters. The blue solid circle represents a part of mobility network,
which elucidates clusters x, y, z to which vehicles can move from an example
cluster ¢; here, routing probability p;;(-) = 1/3 for | € {x,y,z}, and
pi(-) = 0if I ¢ {z,y,z}. The blue solid rectangle represents a part of
communication network. It is an example pair of clusters, j, k on the same
road segment, and vehicles in them can directly communicate to each other
through V2V. Thus, communication rate 8j,(-) > 0, and 3;;(-) = 0 all I
such that I ¢ {j, k}. Note that the mobility and communication networks
overlap but may not be identical. Vehicles in the two adjoining clusters j,
k are able to directly communicate between each other (3;%(-) > 0); but
physical travel between the clusters is not possible (p;x(-) = pr;(-) = 0)
because traffic regulations prohibit vehicles from crossing the median. (This
figure is adapted from [T]))

agation of a message of interest through V2X. The message
of interest can for example be traffic conditions, road safety,

and CRLs (more examples of messages of interest can be
found in ). From hence, we call vehicles that have received
the V2X message of interest as ‘informed vehicles’, while
referring to vehicles that have not received such messages as
‘non-informed vehicles’.

A. Heterogeneity in mobility process - Sharp time-triggered
transitions

We capture time-varying mobility by combining continu-
ous evolution of state variables with discrete, instantaneous
changes. The time axis is now subdivided into a sequence of
modes, such that the mobility rates switch discontinuously to
different values at the end of each mode, and remain constant
during each mode. For example, the mode can be the time
interval between color changes of traffic lights. We illustrate
the concept of mode through the following example.

Example 1. Consider a transportation network with two traf-
fic lights (Figure 2d)). Whenever any one traffic light changes
color;, the mode changes (Figure 2D)). If the two traffic lights
are synchronized, the mode changes when the signals of both
traffic lights are changed at the same time (Case 1 in Figure
2B). In this case, the mobility rates discontinuously transition
when both signals change simultaneously, the mobility rates
in the clusters with traffic lights are 0 if the lights are red, and
other specified values if they are green. Figure 2d| provides an
example of transitions in mobility rates with changes in traffic
lights. If the two traffic lights are not synchronized, the mode
changes when either signal changes, and the mobility rate in
the cluster with the corresponding traffic light transitions from
0 to the normal value or vice versa (Case 2 in Figure [2D).

Let n’*(s) and n®*(s) represent .J-dimensional vectors,
whose j-th elements are the number of informed and non-
informed vehicles respectively, in cluster j, at time s from
the beginning of the kth mode, & € Z~ (. Consider the state
process X (¥)(s) = (n!*(s),n%%(s)). The time duration of
the k-th mode, 7y, is defined as the time elapsed between the
(k — 1)-th and k-th signal changes, and T} denotes the time
at which the signal changes for the k-th time, thus 75, and T}
are given by

k
Ty = Zj:l T

The last state of the k-th mode is considered the initial state
of the next mode k + 1 (i.e., X*t1(0) = X*)(7,)). This
process is illustrated in detail in Figure [2b]

We now consider the 2J-dimensional vector
X(t) = (nf(t),n%(t)). The state process X(t) =
(ni(t),nd(t),....,nL(t); nf(t),n5(t),...,n5(t)) represents
the state at time ¢ from the beginning of the whole process,
not just from the beginning of each mode; the first J
elements represent the number of informed vehicles for each
cluster, and the remaining J elements after the semicolon
represent the number of non-informed vehicles for each
cluster. Naturally, the snapshot of the process at time ¢ from
the beginning of the whole process, X (), is given by

T =T — Th—1; Ty = 0.

X(t) = XFOF (¢ = Ty



where r(t) = max{k|T; < ¢} is the total number of signal
changes in the system by time ¢, regardless of which traffic
light it is. The state space is the set of lattice points in Z7 x Z“
satisfying

SN = {(n17ns) | nf >0, nf >0, j=1,

In each mode, we assume that the time until a vehicle
in a cluster moves to a neighboring cluster is exponentially
distributed with parameters depending on the states. Similarly,
for both intra- and inter-cluster communication, we assume
that the time between successful communications from an
informed vehicle to a non-informed vehicle is exponentially
distributed. Under these assumptions, the process X (¥)(t),
k € Z~q, becomes a continuous-time Markov chain (CTMC).

The CTMC has the following three state transitions: 1) an
informed vehicle moves from cluster ¢ to cluster j, j # 4;
2) a non-informed vehicle moves from cluster ¢ to cluster j,
j # i; and 3) a non-informed vehicle in a cluster j receives
an information from an informed vehicle located in the same
cluster or in a different cluster.

The first two types of state transitions capture the mobility
of the vehicle in the system, which can vary depending on the
mode. During the k-th mode, an informed and non-informed
vehicle migrate along the road departing from the cluster ¢ to
Jj at rate /\fjk() and )\isj:k(), respectively. We assume that for
every mode k € Z, both )\{Jk() and )\fj:k(~) are bounded
functions of =;(n’*, n®*) if vehicle movement is possible
from cluster ¢ to j and 0 otherwise. Specifically, if the traffic
light is located between clusters ¢ and j, the values of the
parameters )\fjk() and )\ZS]’“() change along with the lights:
they are O if the lights are red in mode k, and at the normal
values if they are green in mode k (Figure 2a). Finally, the last
type of state transition captures the successful communication
between an informed vehicle and a non-informed vehicle. A
vehicle in cluster ¢ successfully communicates with a vehicle
in the same cluster 7 at rate BEZN ). A vehicle in cluster i can
also successfully communicate with a vehicle in a distinct
cluster j at rate ﬁi(;v) if the distance between clusters ¢ and j is
within communication range and 0 otherwise. The transitions,
therefore, capture distinctions in the vehicular routing choices,
vehicular speeds, their communication choices etc. based on
whether vehicles have the message or not and vehicular
congestion in local clusters.

The CTMC can be approximated by a set of ordinary
differential equations in the continuum. We define a set F :=
{(L,S)| 1; >0,8>0,i=1,2,...,J; 0 (Ii + 8;) =1}
Wlth (I, S) = (Il,IQ, e 7I.]; Sl, SQ, ey SJ) Deﬁne ﬁij =
N ﬂ(N), and suppose (;; is constant. There is an implicit
assumption that the larger the total number of vehicles, the
lower is the communication rate 5 ) which holds when the
bandwidth is limited. E

We now introduce the formal notation limpy_ o HT(t) =
I(t) and limy oo 258 = S(t). Note that I(t) and S(t)
respectively represent the fraction of informed and non-
informed vehicles in each cluster. The following theorem
provides sufficient conditions for the convergence of the scaled
process Xy (t) = + (n’(t),n%(t)) to a solution of differential

o E}']:l (nf +nF) :N}.

equations, x(t) = (I(t),S(t)), despite the mobility rates
changing discontinuously depending on the mode.

Theorem 1. Suppose for i,j =1,2,...,J and i # j, mobility
rate functions /\{jk : EF — R and A;?j:k : E — R in every
mode k € Z~q are bounded and Lipschitz continuous on E.
Let (1(0),S(0)) = ]Vliixlm%(nI(O),nS(O)), and (I(t),S(t))

satisfies the following set of differential equations:

J
=Y Ak I+Zjﬂfs +Z)\”” (L,S) (i=1,2,...,.J),
J#i m
. J
Si(t) ==Y AF*(L,89)- 8, - Z,BJ,IS +Z)\ (i=1,2,...,J),
J#i J#i

where \[*(-) and )\f;k() are valid over the time interval t €
[Ti-1,Tk), k € Zsg. Then

1\}1—%0212 |+ (n(s),n5%(s)) — (I(s),S(s))| =0 a.s. for all t > 0.

In the equations above, the first terms on the right-hand
side represent the movements of vehicles from cluster 7 to
adjacent clusters, while the third terms represent the movement
from adjacent clusters to cluster i. The second terms indicate
successful transmissions of a V2X message to uninformed
vehicles in cluster ¢ from informed vehicles in clusters that
are within the communication range.

We provide the proof in the Appendix. When sharp tran-
sitions occur between modes, mobility functions of the equa-
tions are instantaneously changed, but x(¢) is not reset, so
executions of the system are always continuous.

Computation time — As Theorem E] states, as the number
of vehicles approach infinity, actual fraction of informed
and uninformed vehicles in all the clusters converge to the
corresponding elements of the solution of the differential
equations. The computation time taken to solve the set of
differential equations does not increase with increase in the
number of vehicles. Thus our analytical characterization is
computationally tractable regardless of the total number of
vehicles in the system. The number of both differential equa-
tions and variables are twice the total number of J clusters.
An interesting question is how the computation time depends
on the number of modes. We answer this considering the case
of K traffic lights in a system. The differential equation for
a cluster just utilizes the mobility rates in the cluster and in
the clusters that feed into the cluster. These mobility rates
can be obtained when the states of the corresponding traffic
signals are known. If, for example, the signals change states
periodically (regardless of any synchronization between them),
the states of the corresponding signals at any given time, and
hence during a mode, can be obtained in O(K') time. Thus the
mobility rates involved in the differential equation for a cluster
can be obtained in O(K) time. The total complexity becomes
O(JK) because the total number of differential equations are
linear to the total number of J clusters.

B. Heterogeneity in V2X communications

We consider a V2X network with two classes of vehicles:
Class 1 consists of certified vehicles who can both transmit
and receive, and Class 2 consists of non-certified vehicles



who can only receive. We also consider a V2X network with
infrastructures in the form of RSUs at various locations. Let
nl, and nl, respectively be the number of informed vehicles
of Classes 1 and 2 in cluster 7, and let n5/; and n%, respectively
be the number of non-informed vehicles of Classes 1 and 2 in
cluster 7. The 4.J-dimensional vector

(ni(t), n3(t),n? (t),n3 ()

= (n{:l (t)7 né:l(t)7 sty n{]:l(t); n{:2(t)> né:Z (t)7 RS nIJ:Z (t)7

nf:l(ﬂ? ng:l(t)v nﬁ:l(t% niz(t)a n§:2(t)v e n§:2(t))

represents the state of the system at time t.

Each of the following events corresponds to a state transi-
tion. For classes m = 1,2, (1) an informed vehicle of Class
m migrates from one cluster to another; (2) a non-informed
vehicle of Class m in one cluster receives information through
V2V. The events of types (3) and (4) can be obtained from
(1) and (2) respectively by replacing ‘informed’ with ‘non-
informed’, and ‘V2V’ with ‘I12V’.

We now describe the stochastic basis for the evolution of
state process X () = (ni(¢),ni(t),n{(t),n5(t)) resulting
from these state transitions. We assume that the durations
between the following successive successful communications
are exponentially distributed: 1) V2V transmission from a ve-
hicle to another it can directly transmit to 2) I2V transmission
from an RSU to any vehicle it can directly transmit to. We
assume that the sojourn times of the vehicles in each cluster
are exponentially distributed. Under these assumptions, the
process X (t) constitutes a CTMC. Note that here we consider
that 12V communication is unicast, but we will outline how
broadcast can be approximated in Section We next provide
the rates of these exponential processes.

V2V communication rates — Let the mean of the expo-
nential duration between successive successful transmissions
from an informed vehicle of Class 1 in cluster j to a non-
informed vehicle in cluster £ be N/B;x(-). This allows for
an exponential backoff duration between communications be-
tween the same pair, with its mean depending upon N, the
overall number of vehicles. Then §;x(-)/NN constitutes the
communication rate between an informed vehicle of Class 1
in cluster j and a non-informed vehicle in cluster k. 3;x(-)
will in general depend on: (1) nature of the applications; (2)
wireless protocol; (3) physical layer communication rates (e.g.,
fading, interference due to the high density of transmitting
vehicles, distance between clusters j, k, etc.). For example,
Bjx(-) > 0 only if vehicles in cluster j can directly transmit
to those in k, which happens if the clusters are close and
there are no blind spots arising from fading; S3;x(-) = 0
otherwiseE] (see an example in Figur. We expect the inter-
cluster communication rate to be lower than the intra-cluster
communication rate, i.e., 5;5(-) < §;;(-), for all k.

12V communication rates — Let there be M RSUs, and
S, be the set of clusters that are within the transmission

2Wireless communication range is determined by radio capabilities of
mobile transmitters and receivers which are usually standardized. If clusters
J, k are outside the wireless communication range, 3; = 0. But even
if clusters j, k are within the wireless communication range of each other,
vehicles in cluster j may not be able to communicate with those in cluster
k if there are physical obstacles such as tall trees or tall buildings between
them and then §; ; = 0.

range of RSU m, for m € {1,...M}. Then RSU m can
directly transmit information to vehicles located in the clusters
in set S;,. Let the mean of the exponential duration between
successive successful transmissions from RSU m to a non-
informed vehicle in any cluster in S,;, be 1/p,,; then p, is
the rate of such communications.

Mobility rates — Let the mean of the exponential sojourn
time of an informed vehicle (a non-informed vehicle, respec-
tively) in cluster j be 1/A1(-) (1/A7 (), respectively), and that
the vehicle moves to cluster k£ with a routing probability ij- & ()
(pfk(~), respectively). Then the rate at which an informed
vehicle (a non-informed vehicle, respectively) moves from
cluster j to k is )\ij() = pjlk())\g() (/\fk(') = pfk(~))\f(~),
respectively). Vehicles can directly move from cluster j to &
if the clusters are adjacent and traffic rules permit; pf () =0
and pfk() = 0, otherwise (see an example in Figur. The
rates A7, (-) and A7 (-) can depend on the state at that instant,
which captures the dependence of vehicular speeds and routing
choices on the level of traffic congestion. The rates can also
capture that informed and non-informed vehicles may have
different mobility patterns due to the influence of the received
actionable information.

Mobility and Communication Networks — We had implicitly
described the mobility and communication networks through
routing probabilities and communication rates between pairs
of clusters. The mobility and communication networks over-
lap but are not identical, equivalently its possible that 1)
piy = 5 = 0but B > 0, 0r2) ply > 0,p7, >0
but 3; = 0. That is, it may not be possible to move directly
from one cluster to another, but not communicate between
these, the reverse may also happen. For instance, as stated
before, physical travel between two adjoining clusters may
be infeasible because traffic regulations prohibit vehicles from
crossing the median; but vehicles in these may be able to
directly communicate between each other as the clusters are
in wireless communication range of each other and there are no
obstacles between them (see cluster j and & in Figure [3). The
versatility of our model lies in its ability to adapt to diverse
scenarios. Specifically, our model adeptly handles 1) arbitrary
mobility networks characterized by distinct road topologies,
and 2) arbitrary communication networks that depend on the
proximity of clusters for communication feasibility and local
communication conditions.

How to divide the road network into clusters in practice
— We divide the road network into segments of a certain
size. We typically set this size to the wireless communication
range (refer to footnote [2)), which corresponds to the natural
assumption that the vehicles located within the same cluster
can communicate with each other. The communication range
depends on the existing communication technology. Next,
there are often multiple lanes in different roads in a city
and in highways. The lanes in a road segment in which
vehicles travel in the same direction are grouped together
into one cluster, but if there are lanes in the segment in
which vehicles travel in opposite directions, we group them in
different clusters. Thus, typically a cluster is chosen as all the
lanes in a road segment in which vehicles travel in the same



direction. For instance, consider the road segment depicted in
Figure 3, which comprises of two clusters representing roads
in opposite directions. In such a scenario, each cluster may
contain multiple lanes that accommodate vehicles traveling in
the same direction.

Let k be the current state, and let 1; be 4.J-dimensional
vector with 1 at its ¢-th element and O elsewhere. The transition
rates at which the process jumps from state k to k + h are
summarized as follows:

A (%) " ifh=—-1;+1, j#k,
My (8) 1) ith=-1,1;+ 154k j#k
A (3%) - n5a ifh=-1yy1;+ 1ok j#Kk,
S (k s e .
gk +hy = { V (F) 7 ifh =T34+ 1asks J # K,
Bk )
: ]kzgf\ )”]I'ﬂ”f;l + X pmngy ifh=1p = 1oy,
m:kE€S,
e .
: MNN )"”11':1”5:2 + Y mmngg ifh=17 — 1ss,
m:kE€S,
0 otherwise.
We now show that the fraction of informed and non-

informed vehicles of Classes 1 and 2 in different clusters at
any given time ¢, X (¢)/N, converges to the output x(t) =
(Ly(t),I2(t), S1(t), S2(t)) of the following set of differential
equations, as N approaches infinity:

J J
I (t) = — Z)\ij(lhlz- S1,82) I + Zﬂjk(IhIQ,Sl,SQ)Ij:]Sk:l
i#k =1
J
Y NI, 8,8 Ga + Y Sk (k=1,2,...,),
ik k€S,

J J
Ta(t) = =Y N (10,12, 81,85) o+ Bji(T1, T2, S1,82) L Sk

ik =1
Y NI 12,81,8) o+ Y pmSke (k=1,2,...,),
j#k m:kE€S,
. J J
Sea(t) ==Y Ag(I1,12,81,82)Ska — Y Bj(T1, T2, S1,82) It Skt
#}k J=1
+Z>\fk(11712~,51~52)5‘1:1— Z HmSk:1 (k=1,2,...,. T),

j#k m:keS,,
. J J
Ska(t) ==Y Ag(1,12,81,82)Sk2 — Y Bik(Ty, T2, S1,82) 11 k2

jila j=1
+Z)\fk(l],IQ.S],SQ)S]:Q— Z /JmSk:2 (k=1,2,<])
J#k m:k€ESy,
(1)

The second and the last terms on the right-hand side of
respectively correspond to V2V and 12V communication. The
last terms exist only if M > 0, otherwise the summations
are over empty sets. The first and third terms correspond
to vehicular movements across clusters. Thus, since V2V
communications involve a pair of vehicles, the corresponding
terms are quadratic; both I2V and mobility involve only one
vehicle, and thus the corresponding terms are linear.

The following theorem guarantees the convergence, and has
been proven in the Appendix:

Theorem 2. Suppose for j. k = 1,2, ..., J, mobility parame-
ters )\jjk() :E— Rand )\fk() : E — R, and communication
parameters [;i(-) : E — R are bounded and Lipschitz
continuous on E. Suppose x(0) = A}i_r)nooX(O)/N, and also

that x(t) = (I1(t),I2(¢),S1(t),S2(t)) satisfies the above

differential equations (I). Then

. X(1) _
A}gréosglg N —X(t)‘ =0 a.s. for all t > 0.
In the above theorem, the set FE is defined by
E = {(I,15,81,8) | L1 > 0,Iz2 > 0,5 >

0,82 > 0,i = L,2....J; 20 (I + Lz + Sia +
Si;Q) = 1} with (Il, Ig, Sl, Sg) = (11:1712:1, . ,IJ:l;
o Ly2; S1a,82:1,- .., 5515 S1:2, 52:2, - -, SJ:2)~

By virtue of the above Theorem, for j = 1,2, in the
asymptotic limit of infinite number of vehicles (N — o0), at
any given time ¢, I;(t) (S;(¢), respectively) represent fraction
at t of overall vehicles who are informed (non-informed,
respectively) and belong to Class j (I/th component of these
vectors represent the fraction in cluster [) across clusters.

For easier understanding, we have gone into detail about the
sharp time-triggered transitions of mobility (Section and
heterogeneous V2X communication (Section [[I-B) separately.
One may easily generalize the model by incorporating both
pulsed traffic mobility and heterogeneous communication in a
single model.

Computation time — The computation time to solve (I) does
not depend on the number of vehicles. The number of both
differential equations and variables are 4.J (recall that .J is the
total number of clusters) and do not increase with the number
of RSUs. Thus, the total complexity becomes O(J).

I12,12.3,..

III. RESULTS

In this section, we show that the solution of our model
closely matches the simulation result for V2X message flow
even when the traffic flow exhibits sharp time-triggered tran-
sitions (Sections [[II-AT] and [[II-A2)). We also show that the
match is significantly better than what we observe for the
model introduced in prior work [1]] which does not incorporate
traffic lights. We then use numerical computations from this
mathematical framework to answer several questions pertain-
ing that influence the practice of V2X network design and
security (Sections [[II-A2] and [[II-B).

A. Heterogeneity in mobility process - Sharp time-triggered
transitions

1) Empirical validation with traffic trace data: We em-
pirically validate the model considering cases in which our
modeling assumptions do not hold. Specifically, the theorem
in Section [l ensures that actual fraction of informed and non-
informed vehicles in all the clusters converge to the corre-
sponding elements of the solution of the differential equations
when the number of vehicles approaches infinity and vehicles
satisfy the exponential sojourn time assumption within each
mode. We now consider synthetic trajectory data involving
mobility of a finite number of vehicles. The synthetic trajectory
data does not satisfy the exponential sojourn time assumption
within each mode. This is partly because the traffic lights
hold up vehicles for a deterministic duration. Through the
empirical validation, we confirm that our mathematical model
approximates well the simulation results of V2V message flow
involving such trajectory data.
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Fig. 5. (a) Clustered road topology with a traffic signal at one intersection.
Here, there are two clusters on the same road segment, one correspond to
lanes in which vehicles traverse in a certain direction, another to lanes in
which vehicles traverse in the reverse direction. We typically consider the
size of a road segment as that equaling wireless communication range. Thus
vehicles in the two clusters on the same road segment can communicate with
each other. (b) This is an enlarged view of the dotted rectangle around the
traffic signal in Figure (a), and represents traffic flow in 2 phases. Broadly,
phase 1 corresponds to vehicles moving straight in the vertical direction (e.g.,
cluster 48 to 49), and phase 2 corresponds to vehicles moving straight in the
horizontal direction(e.g., cluster 85 to 84). In addition, vehicles can make left
and right turns as indicated by the arrows; for example, vehicles in cluster
48 can move to clusters 13 and 84 during phase 1, and vehicles in cluster 85
can move to clusters 49 and 120 during phase 2.

We use the first 831.7 seconds of actual trace data col-
lected from the U.S. Highway 101 in Los Angeles, California.
To reflect the pulse traffic caused by a traffic light, we slightly
modify the trace data assuming that there is a traffic light
on the road. As in [IJ], we first divide the road into clusters
(Figure [Ta), and classify the clusters into three categories;
entry clusters A = {10, 12}, exit clusters B = {1, 11}, and
study area S = {2, 3, ..., 8}. We assume that approximately
20% of all vehicles (i.e., 402 out of a total of N = 1993

vehicles) in the entry clusters already received information
before entering study area. Suppose there is a traffic light
between clusters 7 and 8. The traffic signal has cycle lengths
of 80s, and 30% of the time is spent in red. The signal begins
its cycles in green at the start of the simulation. We modify
the trajectory of vehicles arriving in cluster 8 during the red
light, assuming that these vehicles must be stationary waiting
for the signal to turn green. When the light turns green, after
the delay during the red light, the vehicle starts to move again
according to the trajectory of the original data. Thus, synthetic
data with synchronized traffic flow can be generated.

We superimpose the statistical communication process on
the trace data (averaged over 100 runs), and then obtain the
solutions of both the model with time-varying mobility (intro-
duced in this paper) and the model introduced in prior work
(which does not consider sharp time-triggered transitions
of mobility patterns). Figures [4a] and Ab] show that the model
with time-varying mobility provides a good match respectively
of the fraction of informed vehicles and the overall number
of vehicles as functions of time in an example cluster (cluster
8). The match happens despite the fact that the traffic trace
corresponds to a finite number of vehicles and does not satisfy
the exponential sojourn time assumption within each mode.
Figures fa] and [4b] also show that the match is significantly
better than what we observe for the model introduced in prior
work [[].

2) Simulation validation: Using statistical simulations, we
investigate the impact of the attributes that do not arise in the
synthetic dataset used in Section (1) two-dimensional
road topology, (2) different durations for each phase of a
signal cycle, and (3) multiple traffic lights. We show that the
solution of our model closely matches the simulation result
for V2V message flow in the presence of one or more traffic
lights in two-dimensional grid topology. We also show that the
delay in the propagation of V2V messages across the network
significantly depends on the relative durations of red and green
lights.
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Fig. 7. (a) Clustered road topology with traffic signals at two intersections. (b) The number of vehicles in cluster 12 over time. (c) The number of informed
vehicles in cluster 12 over time. (d) The number of vehicles in cluster 15 over time. (¢) The number of informed vehicles in cluster 15 over time. The number
of informed vehicles in each clusters is well approximated by model solution. For (b), (c), (d), and (e), the gray line represents the average of 100 simulation
runs, and the red line is the model solution. The traffic signals have cycle lengths of 60 s, and 40% of the cycle time is spent in phase 1. Also, signals 1 and

2 are synchronized.

We first consider the presence of traffic signal at one
intersection in a two-dimensional grid road topology (Figure
[5a). The traffic signal is located at the intersection indicated
by the dotted rectangle. The traffic phase design consists of
phases 1 and 2 (Figure [5b) and the cycle length is set to 60
seconds. Refer to Figure [5b] and its caption to see what the
phases mean.

The mobility rates A[*(-) and A7*() for clusters i €
{12,48,85,121}, located right in front of traffic light, are
different depending on the phase; the parameters switch along

with the lights: they are O if the lights are red in mode
k, and are at the normal values if the lights are green in
mode k. On the other hand, the mobility rates for the clusters
i € S\{12,48,85,121} (i.e., those which do not have traffic
lights) are constant regardless of the modes.

Let the neighborhood of cluster ¢ be the set of clusters
N¢ (i) adjacent to cluster ¢; vehicles in cluster ¢ can only
directly move to j € Ng(i). Let p;; be the probability
that vehicles in cluster ¢ move to cluster j € Ng(i); thus
> jeNg (i) Pij = 1. For the clusters i ¢ {12,48,85,121} that
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are not directly controlled by the traffic light, we assume the
routing probability is uniform (i.e., p;; = 1/|N¢(4)|). For the
clusters i € {12,48,85,121} located right in front of the
traffic lights, p;; is determined by whether it is a left turn
or not. In order to reflect the opportunistic left turn in the
absence of traffic flow conflicts, we assume that the routing
probability for the left turn at a green traffic light is half of the
probability of the right turn and straight ahead. The mobility
rate set in mode k is

pij A, i ¢ {12,48,85,121}
ALE() = AZF() = S pijA, if i € {12,48,85,121}, and green light,
0, if i € {12,48,85,121}, and red light

where A is constant. We set A 0.03. As mentioned in
Section [[I-B] and the caption of Figure [5] the size of a
road segment equals the wireless communication range and
therefore the vehicles in the clusters on the same road segment
can communicate with each other. There are two clusters on
each road segment. We set 3;; = 5 if clusters ¢ and j are in
the same road segment (including ¢ = j) and 0 otherwise.

Initially, 14400 vehicles are uniformly distributed in the
system (i.e., 100 vehicles per cluster). The shaded area with a
traffic light in Figure [5a] represents a specific region of interest
to investigate information propagation near the traffic signals.
We assume that the V2V message initially propagates from 10
vehicles in cluster 48, represented by blue in Figure [Sa]

Figure [6a] shows that the model solution captures well the
traffic flow in cluster 12 despite the burstiness caused by the
traffic signal; a signal phase 1 results in traffic accumulating in
cluster 12 because vehicles stop at the intersection, followed
by the lower traffic volume during a signal phase 2. More
importantly, Figure [6b] shows that the model captures well the
impact of the traffic signal on the spatio-temporal dynamics
of message propagation (specifically, the number of informed
vehicles in cluster 12 over time). The number of informed
vehicles appears smoother in the early stage as there are
initially no informed vehicles in the cluster. The smoothness
is observed until an informed vehicle from neighboring clus-
ters moves within their communicable distance, subsequently
informing the vehicles in cluster 12.

We now show that the delay of the V2V message propa-
gation is significantly affected by the relative durations of the
phases in the traffic light, more specifically phases 1 and 2

10

in Figure 5b] As Figure [bc| shows, the time it takes for most
vehicles (99%) in the shaded region in Figure [5a] to receive
information is highly dependent on the time proportion of
phase 1.

Recall that the mathematical framework can incorporate an
arbitrary number of traffic lights and arbitrary coordination
patterns between them. We next show how well the model
captures the V2V propagation process in the presence of
multiple traffic signals. We consider same road topology with
traffic signals at two intersections (Figure [7a). The simulation
setup is the same as the previous one. The only difference
is that with the addition of another traffic light (Signal 2 in
Figure [Ta), the mobility rate near the added traffic light also
changes depending on the phase. We assume that the design
of the traffic phase for the added traffic signal 2 is the same
as the design of the phase for the original traffic signal 1,
so both traffic lights have identical traffic phase design, as
illustrated in Figure 5] We also assume that both signals are
synchronized, so the mode changes at the same time when
the phases of both traffic lights are changed. Figures and
show that the model solution captures the pulsed traffic
movement caused by the traffic signals well. Further, Figures
and show that the temporal change in the number of
informed vehicles in the particular locations (clusters 12 and
15, respectively) is also closely approximated by the model
solution. As in Figure [6b] the number of informed vehicles
appears smoother in the early stage as there are initially no
informed vehicles in the cluster.

We now demonstrate that our model satisfactorily captures
the influence of the traffic signal on the spatio-temporal
dynamics of V2X message propagation even when the number
of vehicles per cluster is relatively small (Figure [8). We
consider the same conditions as depicted in Figure [5] where
the traffic flow exhibits sharp time-triggered transitions. Even
with a small number of vehicles per cluster, specifically 25,
50, solution of the differential equations (model solution)
closely approximates the simulation results for the number
of informed vehicles in different clusters. We plot the sim-
ulation result (the gray curve) and model solution (the red
curve) for the number of informed vehicles in cluster 12 over
time. In both cases, the two curves exhibit their maximum
discrepancies during the second cycle of the traffic signal,
ie., t € [61,120], with average percentage discrepancy as
(a) 16.9% and (b) 11.2%, respectively. However, the average
percentage discrepancy between the third and fifth cycles, i.e.,
t € [121,300], drop to (a) 1.2% and (b) 0.9%, respectively.
Thus overall the percentage discrepancies are acceptable. Note
that the average percentage discrepancy over time between ¢

: 1 to | St — M|
and t5 is defined as T 2tety where S; and M;

are simulation result and model SOlutiOZI\;[tat time ¢, respectively.
Note also that the percentage discrepancy is not a meaningful
metric when the number of informed vehicles is very small, as
then the denominator is so small that even minor discrepancies
lead to high percentage discrepancies. We therefore do not
consider the percentage discrepancies during the first cycle as
values of both simulation and model solution are very small

in this early phase.
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B. Heterogeneity in V2X communications

In this section, we use the differential equation formulation
to answer the questions that heterogeneity poses. Specifically,
we investigate what percentage of certified vehicles would
suffice towards ensuring the desired propagation of the in-
formation in the absence of RSUs (1) when the transmitting
vehicles use the same communication rates everywhere, and
(2) when communication rates depend on local traffic density,
and associated interference. We next revisit (1) and (2) in
presence of RSUs. These three subsections respectively relate
to the three questions posed in the Introduction. The answers
we obtain reveal several attributes of V2X systems that would
influence practice. We demonstrate that (1) speed of propa-
gation of V2X information is maximized when only a small
proportion of vehicles are allowed to transmit; increasing the
transmitting fraction beyond this threshold either provides di-
minishing return or due to interference decreases the speed of
information propagation, (2) information spreads much faster
through V2V communication than through 12V, considering
systems with only one or both of these; specifically, with even
a small proportion of vehicles transmitting, the differential
impact of increasing the number of RSUs on propagation
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speed is marginal, despite using a parameter setting that favors
I2V over V2V.

We use the performance metric the time it takes for 99%
of all vehicles in the system to receive information, which
we denote by Tyg. Note that the unit of time used here is
seconds. Investigating how Tyg depends on (, the proportion
of Class 1 vehicles in the system, we answer the three questions
listed in Section |I| sequentially in each subsection of the current
section..

We consider a two-dimensional grid road topology with
bidirectional traffic (Figure [3). As depicted by the blue circle
in Figure 3] at every intersection, vehicles travel straight, turn
right, or turn left. We assume here that vehicles move to the
neighboring cluster with equal probability at every intersec-
tion. The mobility rate set in this model is A;(-) = AJ(+) =
DijA, where p;; is the probability of vehicles in cluster ¢ to
move to cluster 7, and A is a constant. Assuming a standard
V2V transmission range of 300 m, we set the length of one
cluster to about 300 m. We consider A € [0.01,0.10], which
corresponds to average vehicular velocities between 10.8 km/h
and 108 km/h. Suppose also that a road segment consists
of two clusters corresponding to opposite directional roads
(Figure 3). We allow inter-cluster communication between
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Fig. 11. The solid (dotted, respectively) line represents the fraction of overall
informed vehicles over time for { = 0.1 (¢ = 1.0, respectively).

vehicles in clusters within the same road segment, at the same
rate as the intra-cluster communication.

In Sections [M=BT] and we consider that there is no
RSU, i.e., M = 0. In Section there are RSUs, and M
is varied between 1 and 8.

Initially, we assume that there are 100 vehicles per cluster.
Given that there are 120 clusters in total, the total number of
vehicles in the entire topology N = 12000. Initially, a single
Class 1 vehicle in the red cluster (Figure [3) is informed.

1) Uniform V2V communication, No RSU: We consider
V2V communications with uniform rate, ie., 3;(-) = S,
for all j, if ¢ = j, or ¢ and j represent clusters within the
same road segment; 3;;(-) = 0 for all other ¢, j pairs (refer to
Figure [3| for some illustrations). We consider parameter § in
the range [10,10%]. Since N = 12000, the expected duration
N/ (3 between successive successful communications between
pairs of vehicles in the same cluster or in clusters within the
same road segment belongs to a range of 1.2 seconds to 20
minutes; this corresponds to applications that are less time-
critical.

Figures [Oa and [Ob] reveal that Ty is a monotonically
decreasing function of (. This happens because increasing ¢
increases the proportion of vehicles that are allowed to transmit
information, thereby increasing the speed of the information
propagation. Secondly, as we increase (, initially Ty9 decreases
sharply, subsequently, Ty9 decreases very slowly.

The figures also show that the absolute value of Tyg substan-
tially varies with 8 and vehicular speed (). But, normalizing
Ty for ¢ € [0.01, 1] to lie in the range [0, 1], we notice that the
normalized curves of Tyg for different values of 3, A are near
identical (see Figure Oc). In fact, up to a certain threshold
value of (, the normalized Ty9 reduces rapidly to 0.15 and
subsequently decreases very slowly with increase in (. We
notice that this threshold point is almost invariable to changes
in 3 and A (the threshold points are in the range 0.07 — 0.09).
Thus, regardless of the exact choice of S and A, with increase
in ¢, Tyg decreases to a small percentage of its maximum
value, by ¢ < 0.09; increasing ¢ further provides diminishing
return in terms of speed of propagation of the message. Thus,
it is sufficient to have only 9% of the vehicles transmit, and
have the rest only receive.
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Fig. 12. (a) Three different interference ranges from the perspective of the
node indicated by the red circle. (b) Tgg as a function of ¢ € [0.01, 1] for
the respective ranges with 8 = 10%-92 and b = 102459,

(d)

2) Interference-limited local density-dependent V2V com-
munication, No RSU: We now consider that interference due
to high local density of transmitting vehicles throttles V2V
communication rates and investigate how the results in Section
[II-BT] change. We demonstrate that the speed of propagation
of information is maximized for a small ( (i.e., a small
percentage of transmitting vehicles) and rapidly decreases with
increase in ¢ beyond a certain threshold owing to increase in
interference level.

The system model is identical to Section [[II-BI] except
that, to capture interference, the uniform communication rate
parameter (3 is substituted by a local vehicular density-
dependent function which we describe next. Let R; denote
the set of clusters whose vehicles’ transmissions interfere
with the reception by vehicles in cluster ¢, including cluster
¢ itself. Then ZkGRi Iy.1 represents the fraction of overall
transmitting vehicles that are currently present in R;, and
therefore the vehicular population share whose transmissions
interfere with the reception by vehicles in cluster i. Now, for
clusters ¢, 7 in the same road segment including when j = 1,

b
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Fig. 13. One scenario for distributing RSUs. (a) One RSU and its commu-
nication range. (b) Eight RSUs and the area covered by the RSUs.
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Fig. 14. Figure (a) shows Tog as a function of the number of RSUs when ¢ = 0 (circles) and ¢ = 0.05 (crosses) under the uniform communication model.
The points u and v respectively represent the cases that there is 1 RSU and 1) no V2V (i.e., ¢ = 0) 2) 5% vehicles are in Class 1 (i.e., ¢ = 0.05). The
point w represents the case that there are 8 RSUs and no V2V (i.e., { = 0). The values of vertical axis are 2844.4 for u, 239 for v, and 236 for w. Figures
(b) and (c) respectively show the comprehensive impact of different combinations of ¢ € [0, 1] and the number of RSUs on Tgg (b) under the uniform V2V
communication model, and (c) the density-dependent V2V communication model.

parameter in the absence of interference. For a given [, b
determines the sensitivity of communication rate to the inter-
ference level associated with the local density of transmitting
vehicles in the interference range of each cluster.

The above functional form of dependence of the communi-
cation rate on the local vehicular density has been inspired by
the end-to-end delays in the IEEE 802.11p standard obtained
through analysis and simulation in [26]. The points in Figure
[T0a] are rough estimates of the relation between the end-to-
end delay and the number of nodes in the system based on
the simulations presented in The solid line in Figure m
represents the fitted line to the points. We estimate 3 = 10%-92
and b = 10249, for the value of N we use, by choosing
(B,b to minimize the least squares deviation from the delay
data reported in Given that the parameter estimates are
an artifact of the specific setting used in which is not
identical to ours, we consider a range of values of b, 5, R;.

3In , application messages are classified into different access classes
(ACs), of which ACO has the lowest priority. showed that the average
delay for the low-priority data packets increased exponentially as node density
increased. We use the delays for ACO reported in Figure 5 of [26]. The data
point corresponding to 300 nodes on the x-axis has been excluded from the
fitting. Excluding this point leads to a fit with a relatively stable phase until
150 nodes, followed by a faster increase. This better represents observations in
communication theory, wherein vehicular density only has a marginal impact
on the communication delay up to the point when the wireless channel gets
saturated, beyond which it severely throttles the delay.

4The value of b we obtain, ie b = 102459, comes across as rather high.
This raises the concern that if the communication rate would approach 0
rapidly even when the number of transmitting vehicles in a cluster increases
slightly. This concern does not materialize for the following reason. Referring
to the functional form in Equation Q), we note that the communication rate
is expressed as a function of Ij.;, which is the number of transmitting
(equivalently informed) Class 1 vehicles in cluster k, divided by the total
number of vehicles N in the entire system. Since the denominator, which
represents the total number of vehicles, is much larger than the number of
Class 1 vehicles in a particular cluster k, the value of I.; is small. For
instance, in this paper’s scenario with N = 12000 total vehicles in the
system, adding one Class 1 vehicle to the cluster & results in only a 1/12000
increase in the value of Ij.;. Consequently, despite the seemingly large value
of b, the communication rate remains at a decent level and does not approach
zero rapidly (unless the vehicular density is really high, but in this case the
communication rate becomes low even in practice).
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For example, the dotted lines in [T0a] represent the delay for
larger values of b, which increases faster than the line obtained
from data points given in [26]. We set the mobility parameter
A to be 0.05.

Impact of ( — We observe that increasing ¢ beyond a
certain value slows the spread of information. We first use
B,b represented by the lines in Figure [10a, and set R, to
consist of clusters ¢ and j, where i,j correspond to the
same road segment, i.e., interference range is the same as the
transmission range. Figures [I0b] and show that when ¢
is increased, there is a sharp drop in Tyg at the beginning,
followed by a reasonably flat phase and an increase beyond
a certain value of (, (max. This happens because a greater
number of transmitting vehicles increases interference, which
decreases the communication rate. Also, the larger the b value,
the smaller is (pax (0.57 for b = 102459, 0.38 for b = 10%F,
0.31 for b = 10%7, and 0.25 for b = 10?® in Figure and
0.39 for b = 10%%%9, 0.25 for b = 102, 0.2 for b = 1027,
and 0.15 for b = 10%% in Figure [10d). Thus, (umay decreases
with increase in b, the sensitivity of the communication rate
function to interference. Figures [T0b] and differ only in
the scale of the vertical axis; this difference arises because,
as expected, Tyg increases with decrease in /3, the maximum
value of the communication rate.

We now study how the overall fraction of informed vehicles
changes with time, considering 3 = 10%,b = 10%® as an
example. As Figure [IT] shows, at an early stage, information
propagates faster when ¢ = 1.0 than when ( = 0.1, but
the observation is reversed from a certain time onward. This
is because the maximum number of transmitting vehicles is
limited to 10% of the total number of vehicles when ¢ = 0.1,
while all vehicles can transmit the information upon receipt of
the information when ¢ = 1.0. At an early stage, the number of
informed vehicles is low, thus interference is low for all values
of (, and information propagates rapidly in cases in which a
larger number of vehicles transmit (i.e., ¢ = 1.0). But, as more
vehicles become informed, a larger number of transmissions
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of 100 simulation runs and the red lines are the model solutions.

increase interference and throttles communication rates; thus,
propagation speed drastically reduces when ( 1.0 as
compared to when ¢ = 0.1.

Impact of R; — We consider three different interference
ranges, A, B, C of progressively increasing sizes, leading to
progressively increasing R;s (Figure [I2a). The range A is the
same as the communication range, and the ranges B and C
respectively cover road segments corresponding to five and
nine times the communication range. For all the ranges, we
use the fitted model of the communication rate (the solid red
line in Figure [T0a)).

Figure [12b] shows that the larger the interference range, the
smaller is (pax (0.57 for range A, 0.09 for range B, and
0.05 for range C). This is because the larger the interference
range, the larger the vehicular population share that interferes
with a given transmission, which exacerbates the impact of
interference and in effect ensures that the spread of the
message starts slowing down at a smaller value of (.

To summarize Sections [[II-Bl| and [[[I-B2} increasing ¢
beyond certain threshold values yields diminishing gain or
worsens the speed of V2V propagation of information.

3) Impact of transmission from RSUs: We investigate the
relative efficacy of 12V over V2V, and which enhances the
spread - greater share of transmitting vehicles (¢) or a larger
number of RSUs (M). We demonstrate that, regardless of the
number of RSUs and regardless of whether we account for
interference, as before, increasing ¢ beyond a certain point
yields only marginal benefit or slows down the spread of
information. Also, with even a small ¢, the differential impact
of increasing the number of RSUs on propagation speed is
marginal. Thus, V2V is more effective than 12V in spreading
V2X messages.

We assume that each RSU is located at an intersection,
excluding the outer boundary; but not every intersection has
an RSU. When there are multiple RSUs, we place them so that
the areas covered by each RSU do not overlap (Figure [13);
thus, S,,8, m = 1,..., M are mutually exclusive. We set the
mobility parameter A = 0.05, and the V2V communication
parameter 3 = 40 for both uniform and density-dependent
communication models. We choose the I2V communication
rate (i, = 10 for all the deployed RSUs, m = 1,..., M. Thus,
for N = 12,000, the average 12V and V2V communication
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delays are respectively 0.1 sec and 5 min (we later explain the
significance of this imbalance on our results). We average the
results over 10 random geographic locations for each RSU for
1—7 RSUs. For 8 RSUs, only 2 configurations are possible; we
average our results over both. We consider that no vehicle is
initially informed, and initially information enters the vehicles
from the RSUs.

We first consider a scenario with only 12V (i.e., ( = 0, thus
there is no V2V). In this case, Ty9 noticeably decreases as
the number of RSUs increases as expected (see black circles
in Figure [14a). Then we additionally consider V2V, with
uniform V2V communication model. We observe that with
1 RSU, even ¢ = 0.05 substantially decreases Ty9 compared
to ¢ = 0 (see sharp decrease from point u to v in Figure
[I4a). This topology can have no more than 8 RSUs. And, Tyg
with 1 RSU, ¢ = 0.05, is comparable to Tgg for 8 RSUs,
¢ 0 (see points v to w in Figure [I4a). Thus, despite
using a parameter setting that favors 12V over V2V (recall
that 12V communications have much lower delay than V2V
ones), the differential impact of increasing the number of
RSUs is marginal even with a small proportion of vehicles
transmitting (see red crosses in Figure [T4a). This suggests
that V2V communication enhances the spread of information
much more than I12V. This happens as a vehicle encounters
much greater number of other vehicles in its communication
range than an RSU, as RSUs are fixed while vehicles move.
The phenomenon can be seen more clearly in Figure that
captures the comprehensive impact of different combinations
of ¢ and the number of RSUs on information propagation.

We now investigate if and how the previously observed
phenomena change when we consider the density-dependent
V2V communication model. We choose b = 10%45% in (2)), and
consider the interference range B represented in Figure [I2a]
When there is 1 RSU, as we have observed in Section [[II-B2]
there is a sharp drop in Tyg at the beginning as ( increases,
followed by an increase in Tg9 beyond a certain value of
¢, Cmax (see Figure [I4c). Thus, the threshold phenomenon
continues to hold. But, as the number of RSUs increases,
the rate of increase of Tg9 beyond (p,.x slows down because
the additional 12V communication compensates for the re-
duction in the V2V communication rates due to interference
(fewer vehicles need to receive the information through V2V).
Nonetheless, we have observed that as in Section the
Cmax =~ 0.07, regardless of the number of RSUs in this case.
Thus, again, the information spread is maximized if only a
small percentage of vehicles are allowed to transmit. Figure
14c| also shows that the differential impact of increasing the
number of RSUs is marginal if ( =~ (yax-

Additionally, we demonstrate that the model satisfactorily
captures the V2X message propagation in presence of RSUs
for a limited number of vehicles, namely 25, 50 per cluster
(Figure [I3])). We consider a single RSU and no V2V commu-
nication as in Figure [[3a] We plot the number of informed
vehicles in cluster 11 over time, as obtained from the model
(red line) and from simulation (gray line). The average and
maximum percentage discrepancies between the two over time
are respectively (a) 3.0% and (b) 2.4%.



IV. CONCLUSION AND DISCUSSION

We have provided a mathematical framework for character-
izing the dynamics of information propagation in V2X system
under pulsed traffic as well as communication heterogeneity
comprising of (1) different V2V commutation capabilities,
(2) different wireless communication conditions, and (3) both
V2V and I2V. The computation time for the framework does
not increase in the number of vehicles and RSUs, but only
increases linearly in the network size (number of clusters) and
the number of traffic lights.

A. Implications of our findings on practice

Numerical computations using this framework reveal several
attributes of V2X systems that would influence practice. (1)
Considering various communication and mobility conditions,
we show that, speed of propagation of V2X information is
maximized when only a small proportion of vehicles are
allowed to transmit; increasing the transmitting fraction be-
yond this threshold either provides diminishing return or due
to interference slows down information propagation. Thus
the resilience of V2X to cyber-attacks may be enhanced,
by restricting transmission capabilities to a small number of
authenticated vehicles, without reducing efficacy of spread
of information. (2) We demonstrate that information spreads
much faster through V2V communication than through 12V,
considering systems with only one or both of these. Specifi-
cally, with even a small proportion of vehicles transmitting, the
differential impact of increasing the number of RSUs on prop-
agation speed is marginal, despite using a parameter setting
that favors 12V over V2V. This will have a significant bearing
on the practices of 1) V2X network design, as deploying
and managing RSUs may incur significant expenses, and 2)
V2X security as securing I2V from RSUs may be easier than
securing V2V communications. The silver lining with respect
to 2) is that it suffices to have only a small fraction of vehicles
transmit, and therefore securing their transmissions may not
be as challenging.

B. Discussion and Future Research

Mobility rate for non-exponential sojourn time — The
mathematical guarantees for our model holds as the number
of vehicles approach infinity and the sojourn times of vehicles
in various clusters, intervals between communication of V2V
messages are exponentially distributecﬂ An interesting direc-
tion for future research is to obtain similar or even somewhat
weaker mathematical guarantees, when the above assumptions
do not hold. The sojourn times of the vehicles in individual
clusters will not in general be exponentially distributed owing
to the vehicular queues that build up when for example the

5The exponential process assumption have been made before in literature
of transportation research, e.g. [1]], [27]]. The paper [[1] is a prior research of
the authors of this paper and have been published in a premier journal of the
transportation research community. The exponential assumption is equivalent
to assuming that the the distribution of vehicles across time and space is a
Markov process. This Markovian assumption has been made and verified with
empirical data in [27]. Markov models have in fact been extensively utilized
in the transportation research community, e.g., to estimate freeway travel time
in both routine and perturbed states as in [28|]-[31].
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vehicles stop at red lights or due to heavy traffic congestion
or slow down due to the latter. One idea for generalization of
the mathematical guarantees is to choose vehicular mobility
rates that appropriately depend on the congestion levels in the
clusters, and mathematically prove that the average behavior
is captured.

General heterogeneity of vehicles — We have considered the
impact of communication heterogeneity so far by considering
two classes of vehicles, one of which both transmit and
receive, and the other only receive, and also both V2V and
I2V. More fine-grained heterogeneity can be accommodated
by generalizing to multiple classes of vehicles corresponding
for example to different ranges of communication rates. The
classifications may be determined by hard system constraints
or by strategic choice of communication rates. The classifi-
cations may also correspond to different mobility characteris-
tics, which would in general be different for different types
of vehicles (e.g., shared ride, personal vehicles, buses, and
freight trucks, etc.), and their different stages of automation.
For example, our recent study [[1] provided an outline of a
mathematical framework for considering vehicles classified by
their destinations. By integrating these frameworks, we can
accommodate a general classification of vehicles pertaining to
different mobility and communication capabilities and choices,
and possibly transition between the categories governed by the
strategic choices. In this case, I;.x(t)(S;.x(t)) would represent
fraction of overall vehicles which are informed (non-informed,
respectively), and are in cluster j and category k.

Broadcast from RSU — We have so far considered unicast
(one-to-one) 12V communications between RSUs and vehi-
cles. In practice, a RSU can broadcast an information to all
vehicles in its communication range through periodic one-
to-many communications. We can approximately capture this
scenario by introducing time-dependent I2V communication
rates f;(t)s. The overall time interval will be divided into
broadcast intervals; throughout a broadcast interval, except at
a small sub-interval at the end, a RSU m will not transmit
anything and p,,(t) = 0; in the small sub-interval at the
end, the RSU will transmit at a very high rate (i.e, high
w;(t)), due to which with a very high probability all non-
informed vehicles within its communication range will receive
the message. Thus, the unicasts in the concluding small sub-
interval that inform all vehicles in the communication range
mimic an one-to-many (broadcast) communication at the end
of the designated broadcast intervals. We can generalize the
time-dependent mobility rates that switch discontinuously to
different values over time that we introduced to model the
impact of traffic signals to incorporate the time-varying 12V
communication rates switching discontinuously over time,
which mimic periodic broadcast.

Limitation on the number of vehicles per cluster — There
exists hard limits on the number of vehicles in a road segment
due to physical capacity constraints. Our model does not
consider limits on occupancy in road segments. But, still in all
our numerical computations, we have seen that the occupancy
in the roads are well within bounds imposed by realistic
physical capacity constraints even when we do not explicitly
impose such hard limits. For example, in the two example



clusters in front of the traffic lights considered in Figure
the number of vehicles varies between approximately 100 and
200 (Figure and [7d). Recall that we have assumed the
cluster length of 300m which is V2V transmission range. If
we approximate the length of a car by 5m, this would allow
for 60 vehicles per lane. Several roads have 4 or more lanes.
Thus, the maximum value we observe in this case is lower
than the capacity (240 vehicles). Note that we have considered
an initial density of 100 vehicles per cluster, which does not
represent sparse traffic condition. We have chosen this number
by considering a common scenario of slightly over 40% traffic
capacity on a four-lane road. Since the clusters are in front of
the traffic lights, traffic tends to accumulate in these. Thus,
even in clusters where traffic tends to accumulate, and when
initial density is not low, the maximum numbers of vehicles
in the clusters are below the road capacity. Nonetheless,
incorporating such constraints is important from an academic
point of view. The resulting models will involve a system
of constrained differential equations, which constitutes an
interesting direction of future research.
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