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In the preparatory meetings leading up to the B 2003 World Summit on the
Information Society in Geneva, the delegationsewvksal authoritarian regimes reacted strongly
against the hands-off approach to Internet reguigtiromoted by the United States and other
advanced democracies. Saudi Arabia, for instanmoposed that the development of the
information society “shall be done without any pidige whatsoever to the moral, social, and
religious values of all societies™—values to whtble Saudi government has appealed when
justifying its own regime for Internet censorshifne Chinese delegation campaigned strongly
against a statement of support for the principafse@ speech enshrined in the Universal
Declaration of Human Rights. Ultimately, the Sunigiiinal declaration disregarded the
objections that these and other authoritarian gowents had voiced during negotiations, but
their positions stand as a strong statement thadlhoountries accept a laissez-faire vision for
the future of the Internet.

At first glance, the negotiating positions takgnGhina and Saudi Arabia might suggest
that authoritarian leaders in the information aagefa stark choice: promote the development of
an Internet that remains free from extensive gawemt control, or exert control over the
technology by restricting its diffusion. Whetheichase of inherent technological characteristics
that complicate efforts to censor the Interneth@rause countries are under pressure to align
their policies with those preferred by the inteimiaél community, many scholars have assumed
that the only effective way to control the Interrgeto limit its growth or even keep it out
entirely. Milner (2003a, 2003b), for instance, hiypsizes that authoritarian leaders will be less
likely than democratic ones to promote Internetaliggment, and she uses indicators of
diffusion (such as users or hosts per capita) @sgs for government policy toward the Internet.

Franda (2002) interprets national policies to ressthe free flow of information as being deviant



and “isolationist” with respect to the internatibnegime for Internet governance, and he
expresses skepticism that they will be sustaindgezie (1997) argues that the technology
poses a “dictator’s dilemma” to autocrats who naister connect to the Internet and
democratize, or shun the information revolution andept economic decline.

While its use can undoubtedly pose challengesittmoaitarian rule, the Internet is an
attractive technology to all governments, democratid authoritarian alike, and hardly any
dictator has been willing to ignore it entirelytdmet diffusion offers substantial economic
benefits in terms of the potential developmentroéacommerce sector, establishing conditions
conducive to foreign investment, and stimulatingsemxg domestic industries. Use of the Internet
within government itself (e.g., procurement) caciliate the development of a rational
bureaucracy, reducing opportunities for corrupaon graft. Implementing government services
online (payment of income taxes and the like) cemndase efficiency and boost public
satisfaction with the regime. If it is possible &arthoritarian rulers to have the best of both
worlds—reaping the benefits of Internet diffusiohike staving off any potentially destabilizing
political effects—they will certainly want to do.so

In this paper | argue that, contrary to the assionptof many studies of the Internet in
authoritarian regimes, governments can establiglctafe control over the Internet while
simultaneously promoting its development. Indedudn& and Saudi Arabia are two of the most
prominent examples of this phenomenon. While thay hmave been less influential than they
had hoped in negotiations over the global goveraafithe Internet, both have long sought to
implement within their own borders the principlasy recently espoused in Geneva. Far from
trying to regulate the Internet by merely restnigtits diffusion, these countries have employed

both technological and institutional means to aanise of the Internet while also encouraging



its growth. In doing so, they stand as counter-&w@ to much of the optimistic thinking about
the Internet and democratization that was voicegundits and politicians during the early days
of the Internet and the technology boom of the 18@0s.

In the first section of this chapter | addresstduhnological bases of Internet control in
authoritarian regimes. Much of the early scholgrsin the feasibility of government regulation
of the Internet pointed out that the network wasaly designed as a technology that would be
difficult to control at a centralized level (FroomKL997, Johnson and Post 1996; for a review,
see Boas 2004). | argue, however, that this coftustrating characteristic of the early Internet
is not necessarily locked into place as the tedgytliffuses around the globe. On the contrary,
the logic of Internet diffusion means that the globetwork is quite flexible and capable of
being modified in new environments, allowing auttasran regimes to embed control-
facilitating technological features into the pontsoof the global Internet that fall within their
borders.

While most authoritarian regimes have exploitedfiéebility of Internet technology to
implement technological measures of control, detegchusers have almost always found ways
to circumvent these barriers. In the second sectidhe chapter, therefore, | distinguish between
perfect and effective control—the former being wimaitters for tech-savvy individuals that want
to gain unfettered access to the Internet; therl@ing what authoritarian regimes actually
pursue. It is in establishing effective control birgernet use that institutional constraints on
behavior—law, social norms, and the market—cometlearly into play. By manipulating the
architecture of a flexible technology, and by leaging influence over laws, social norms, and
the market in ways that supplement these archit@atonstraints, the leaders of authoritarian

regimes can exert control over the use of a sugiiypsentrol-frustrating technology.



Throughout the paper | illustrate these concemudltheoretical arguments about the
Internet in authoritarian regimes with evidencenfrihe cases of China and Saudi Arabia. As the
two countries that have developed what are probelyvorld’s most extensive technological
mechanisms for Internet censorship, China and Saadtia are not intended to be
representative of authoritarian regimes as a whdé¢her than showing whattigical of non-
democratic governments, these extreme cases ohé&tteegulation illustrate what ssible If
each has largely succeeded in establishing coowex the Internet, others may prove similarly

capable in the future.

Institutional and Technological Constraints on Internet Use

In evaluating the potential for establishing cohtaifothe Internet in authoritarian regimes,
it is useful to consider the means by which autlesimight seek to do so. In his study of
Internet regulation in advanced democracies, Lg4€§9) has identified four specific
mechanisms—Ilaw, social norms, the market, and tathre—that governments can employ to
control Internet use. The first three can be lopgebuped together asstitutional constraints—
“the humanly devised constraints that shape humiznaction” (North 1990: 3). The manner in
which they influence behavior is fairly straightfcard: laws threaten punishment for prohibited
activities, violators of social norms may incurrastsm, and the market can encourage or
discourage particular activities based on theit.ods societal constructs, each of these
institutional constraints is capable of evolutiordahange over time. Laws are challenged and
overturned; social norms evolve; markets fluctuatel the degree to which any individual is

constrained by them varies with wealth.



Architectural means of regulation occupy a somewlifégrent category than institutional
constraints. In the case of the Internet, architattconstraints consist of the technological
characteristics that make certain types of Inteaseteasier, more difficult, or impossible. In
contrast to institutional constraints on Interngt uthe technological architecture of the Internet
is not as obviously capable of significant evolnti@he Internet is a technology whose diffusion
is characterized by increasing returns to scagohcally, many such technologies have been
examples of path-dependent development and theimoaktechnological characteristics that
remain static over time (Arthur 1994, David 1985byve accept that the Internet’s founding
characteristics initially made it difficult to caot, and if the diffusion of the Internet does iede
give rise to technological lock-in, then the ladlaa effective architectural constraint on Internet
use might actually be quitecapableof change over time.

If true, the potential persistence of a contrakfrating Internet architecture bears special
significance for the regulation of Internet usauthoritarian regimes. When effectively
implemented, architectural constraints are the typg of regulation that can exert immediate
and absolute control over human behavior (Less@9)L9.aws and social norms can be violated
at will; sanctions for such violations are impo$gda government or community only after the
fact. Market constraints can be violated in therfaf theft; market actors must rely on both
social norms and the legal system for effective@esrgment. But a technological architecture that
makes certain types of Internet use impossible @doa circumvented even at the risk of future
sanctions, and the effectiveness of this constdaiat not depend on support from the
community or the legal system.

Conversely, if the Internet’s architecture is irdrety unable to prevent certain types of

online behavior, it is impossible for governmemplace absolute constraints on Internet use.



The combination of law, social norms, and marketst@ints can discourage the prohibited
activity, but they can never render it impossifleus, the supposed rigidity of the Internet’s
technological architecture is a cornerstone ofafggiment that the medium inherently frustrates
governments’ efforts at control. To determine whketihe development of the Internet in
authoritarian regimes does in fact involve theiogpion of its initial control-frustrating
characteristics, it is useful to see how well tigraimics of path dependence describe this

technology’s global diffusion.

Path Dependence and the Internet’'s Control-FrustigaCharacteristics

The concept of path dependence in technologicatldpment describes a pattern in
which the particular configuration for a new teclogy becomes “locked in” over time as
increasingly widespread use raises the cost otk to another alternative. In particular, the
diffusion of such technologies involves increasiewirns to scale, which derive from at least
one of several characteristics (Arthur 1994). Téehhology may have a large ratio of fixed to
marginal cost, so that the production cost per dedlines as production increases. The
technology’s adoption may also be characterizeégning effects—the more it is used, the
more its efficiency can be improved vis-a-vis othkernatives. Finally, path dependent
technologies often display network effects, in vihilse demand for the technology (and its
value to each current user) increases with eachiauil unit sold® The chosen technology
constitutes a standard around which users coorlinatl while any one of them migisteris
paribusprefer a different technological configurationg thenefits of standardization outweigh

the benefits of switching.



The Internet shares each of these characteristaising it a technology whose adoption
generates increasing returns to scale. Establishofi¢ime Internet’s physical infrastructure and
development of its core protocols involved sigrafit fixed costs, which were underwritten by
both the U.S. government and AT&T (which had alseldilt many of the transmission lines
upon which Internet traffic would flow). In conttas these high fixed costs, the marginal cost
of connecting additional users to the Internetlatively low. Use of the Internet also involves
learning effects, as with any complex technologpsiksignificantly, the development of the
Internet generates especially strong network effé@lecommunications technologies derive
their entire value from the ability to interconnegth others; a single fax machine has no utility
if there are no other fax machines to receive trassions. Similarly, the value of the Internet is
largely dependent upon the number of people amrrdtion resources that are connected to it.

Not only is the Internet a technology subjectricréasing returns, but it was initially
designed as a technology that would be resistazgntralized control. The original engineering
decisions which gave rise to this characteristioavgeproduct of the specific economic, political,
and social environment in which the Internet wasatxd. In part, the technological
characteristics of the early Internet derived fiitve norms of its designers and initial user
community. The technology was originally the tobaasmall group of engineers and academics,
who were wary of bureaucracy, trusted each othmet weorked well through consensus. In light
of this culture, they made specific choices abbatdesign of the technology that rendered the
network resistant to efforts at centralized contAidbate 1999).

An even more important influence on the technaalbgconfiguration of the early Internet
were the military imperatives for its developmefblfate 1999). The Internet has its origins in

technology funded by and developed for the U.S.dbtepent of Defense—packet switching



networks designed in the early 1960s and their lwrgie-scale implementation in the
ARPANET. The rationale for packet switching teclogyl was to design a communication
network that could not be controlled from any s@glentralized point, so that communications
capacity could not be disabled by an enemy attack key portion of the network. With both the
ARPANET and the later development of protocolstfar Internet, survivability was the
paramount goal, thus ensuring that these competaranks would not lend themselves to
centralized control (Clark 1988).

The particular characteristics of the Internet s&ved to frustrate attempts at centralized
control involve the end-to-end arguments in netwaekign (Blumenthal and Clark 2001,
Lemley and Lessig 2000; Lessig 1999). As guideliioeshe design of computer networks, the
end-to-end arguments state that complexity andabstiould be implemented at the “ends” of
the network—the multiple computers and individusgns that are interconnected (Saltzer et al.
1984). Meanwhile, the core of the network perforimsple data transfer functions that do not
require knowledge of how the ends are operatingohtrast to the telephone network, in which
complex call routing is performed by a small numbilecentralized switching stations, the core
infrastructural and computing elements of a “stuptivork” like the Internet simply move
packets of information indiscriminately (Isenbe@PT). Because the Internet was built around
an end-to-end design, one cannot control the eméit@ork through control of a small number of
centralized nodes. Control can be exerted at te ehthe network, but as these ends multiply,
controlling the entire network by controlling theds becomes less and less feasible.

While a control-frustrating technological architge suited the needs and preferences of
the Internet’s designers and initial user communitg technology has since spread into a

number of environments in which centralized contfdhformation is a more desirable feature.



One of the most important of these major shiftoines the global diffusion of the Internet.
Today, the most rapid growth of the Internet isnghkplace in the developing world, including a
number of authoritarian regimes where standardsfofmation control are quite different than

in the United States. The leaders of these cosngieémerally recognize the tangible benefits that
the Internet has to offer, yet they worry that inet use might pose political threats, challenge
state control of economic resources, or offendlloglural sensitivities. To reap the benefits of
the technology while avoiding what they see as tiegaamifications, their leaders would prefer
to exert greater centralized control over Interrss.

If the dynamics of Internet development mean ttsatontrol-frustrating characteristics
are locked into place as it diffuses around thddyahe task of authoritarian leaders is a difficul
one. Without recourse to an effective architectaoaistraint, authorities would have no means to
exert absolute control over use of the medium. Mésle, the economic logic of the
technology’s diffusion implies that there are fetivactive alternatives to connecting to this
control-frustrating Internet. The value of a singlandardized network used by millions of
people around the global far exceeds the valuaypgliernative network that authoritarian

governments might choose to construct within tbein borders.

Composite Standar ds, M acro-level Flexibility and the Possibilitiesfor Internet Control

When viewed through the lens of path dependenntdobical development, the case for
an inherently control-frustrating Internet may agpsgolid. This argument, however, rests upon
the assumption that the architecture of the Intamimcapable of fundamental change. In this

section, | delve deeper into the nature of theriv@es technological architecture, demonstrating



that the composite nature of the “standard” whiehagates increasing returns to Internet
diffusion actually gives the technology a greatl dédlexibility at the macro-level. This
capacity for evolution means that authoritariaréga may be able to adapt this malleable
technology for their purposes, embedding technoldgneasures of control within the national
computer networks that connect their citizens ®lttternet.

To see how the architecture of the Internet mighttmaracterized by flexibility rather
than stasis, it is useful to consider the naturtaefstandard around which users of the Internet
coordinate. In many traditional cases of path ddpettechnology development, coordination
around a single, simple standard (e.g. the QWER/pgwriter keyboard, or the VHS format for
videocassette tapes) is what generates networdtetied contributes to lock-in through
increasing returns. The Internet, however, involvegole series of separate standards at
different layers of the network, working togetheai complex fashion to facilitate
communication. The value of connecting to the imeis not simply derived from coordination
around the core TCP/IP standard as a way of exahgudgta traffic. Rather, network effects in
the case of the Internet are derived from coortnaround the entire package—standards for
e-mail, web browsing, streaming audio, encryptaong many more. At the macro-level,
therefore, the Internet can be thought of as cnistg acompositestandard, with hundreds of
simple standards as its constituent parts.

The composite nature of the standard involved ieriret diffusion lends great flexibility
to this technology, allowing it to be adapted tcetrtbe operating demands of new
environments. At the micro-level, the individuadrstlards for particular Internet services display
a fair amount of inflexibility; once implementedcdaemployed by millions of computers

worldwide, these individuals protocols are veryidifit to changée'. At the macro-level,
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however, the combination of parts that make udnternet's composite standard has changed
significantly over time. The HTTP protocol for tkiéorld Wide Web, for instance, was not a part
of the Internet at its origins, but it is an essgrdtomponent of the Internet’s composite standard
today. Indeed, both e-mail and the Web—two of titerhet’s most popular applications—were
not originally envisioned by the Internet’s creatbut rather resulted from processes of informal
experimentation. The Internet’'s macro-level flekikihas allowed it to incorporate these and
other new applications as its operating environnsbahges over time.

Like the characteristics that rendered the Intechallenging to centralized control, the
Internet’s flexibility is not inherent but was rathexplicitly designed into the network. Many of
the same characteristics that made the Interndttbazontrol make it a flexible technology as
well. Unlike the telephone network which was desijspecifically for voice traffic, the core of
the Internet was not optimized for any particukenvgce. At the time of its creation, there was
little sense of what services the Internet wouldch® support in the future, so the core of the
network was built as a set of simple, flexible ®dny service that conforms to the published
protocols for addressing and transmitting inform@attan be implemented at the ends of the
network without altering the center. The Interneemtral mechanisms simply move information
indiscriminately; the core of the network does me¢d to know if it is transmitting packets from
an e-mail, a website, streaming audio, or somd-getaininvented service. Thus, the
characteristics of the Internet as a whole canltieeea by adding new protocols that will help

the technology meet the needs of operating in mexr@nments.
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Controlling the Ends of the Internet

As the Internet spreads to authoritarian reginnesrad the world, its macro-level
flexibility suggests that their leaders may be dbladapt this malleable technology for their
own purposes. To see exactly how this might odtis,useful to reconsider the notion of the
end-to-end arguments. As principles of network glesihe end-to-end arguments place users at
the ends of the network. In reality, however, thieinet is much less a single network of
individual users as it is a network connecting sajgacomputer networks. Networks are
interconnected through a gateway; behind the gategexh individual network can be
configured in any number of ways as long as ibimgatible with the TCP/IP protocols.
Conceptually, therefore, it may well make more senshink of the Internet's component
networks as its ends than to think of individuadnssas the outer edge of a single, seamlessly
interconnected Internet.

When separate networks are conceived of as theddrtds Internet, new meaning is
leant to the maxim that one can only control thterimet by controlling its ends. Exerting
technological control of the Internet at the ussel, in keeping with the end-to-end design
principles, constitutes a quite daunting task;atid be akin to mandating that foolproof
censorship software be installed on every usemspeder. It is much more feasible, however, to
exert control over individual networks connectedh® Internet, especially where traffic passes
through a single or small number of choke points.

Rather than controlling thentire Internet, governing authorities always attempt to
control a relevant subset of Internet users. Tmaiidtrators of corporate computer networks,
for instance, often monitor employees’ Internetgesand block certain types of non-work-

related traffic. Users who have a choice of netwaitkalways be able to switch to a more
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liberal environment. For those with no realistioe, however, the distinction between control
of the Internet and control of a network attachetht Internet is largely irrelevant. For them,
the choice is between access to a restricted kttamd access to nothing at all.

Such is the situation in many authoritarian regiriat are developing national computer
networks with connections to the Internet. Whilariast democracies a number of individual
Internet service providers (ISPs) maintain sepdnals to the global Internet, in authoritarian
regimes all Internet users may effectively be membéa single national network. Even when
there are multiple ISPs within a country, interoaél connections to the global Internet are often
channeled through a single government-controlleevgay.

Moreover, architectural constraints on the Inteatghe national level can be
supplemented by additional measures of technolbgararol implemented by individual ISPs,
Internet cafés, and online chat rooms. Each oktleetities constitutes an additional “end” of the
Internet at a level more diffuse than the natigyedeway but still closer to the Internet’s core
than the individual user. While governments mayehlags direct control over the technological
configuration of Internet access at these levhtsy tan leverage their control of law and their
influence over markets and norms in ways that evitourage private entities to establish their

own architectural constraints on Internet use.

Technological Control of Internet Use in Authoritar Regimes: Saudi Arabia and China
Given the political, economic, and social condiigrevailing in many authoritarian-

ruled countries, one should not be surprised  tiat their governments have sought to

establish technological measures of control oveptbrtions of the Internet within their borders.

The governments of authoritarian regimes are tylgicantral players in the growth of their own
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information infrastructures, and one would expbett to build architectures of control into their
“ends” of the Internet. In the section that follgwshow how the governments of Saudi Arabia
and China have sought to development national ctenpetworks that facilitate rather than
frustrate efforts at state control.

Saudi Arabia. Saudi Arabia’s approach to the Internet has b&engly influenced by
its conservative society, with significant publmncern over pornography and material offensive
to Islam, and strong support for censorship of type of content on the Internet. In addition,
Saudi Arabia is a monarchy in which the royal famnsl quite sensitive to criticism and dissent; it
is particularly cognizant of the threat posed bgrgeas opposition groups like the Committee
for the Defense of Legitimate Rights and the Movenier Islamic Reform in Arabia, which
seek to turn public sentiment against the regime.

Because of these conditions, Saudi Arabia has messdslowly in its approach to the
Internet. The country’s first connection was essdigd in 1994, but public access was delayed
until 1999 while authorities perfected their teclugical mechanism for Internet control. Since
then, public use of the Internet has grown steatfilyn 690,000 users in April 2001 to 1.46
million (or 5.7% of the population) in Septembe036 Saudi Arabia has chosen to permit
multiple, privately-owned ISPs, but all internatiiconnections to the global Internet pass
through a gateway maintained by the Internet Sesvignit (ISU) of the King Abdulaziz City for
Science and Technology, the Internet’s governirthaity in the country.

The concentrated national network structure haitited the technological control of
Internet content, a goal about which Saudi autiesrtiave been quite op&&ince the debut of
public access in Saudi Arabia, all traffic to tHel@l Internet has been filtered through a set of

proxy servers managed by the ISU, aiming to bloésrimation that authorities consider socially
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and politically inappropriate. Market conditionsvedacilitated the imposition of censorship:
since 1999, Saudi Arabia has outsourced the pmvisi censorship software to U.S.-based
Secure Computing. Saudi authorities currently oglythe pre-set list of sexually-explicit sites
contained in Secure Computing’s SmartFilter sofeyarhich is customized with the addition of
political and religious sites (Zittrain and Edeln2002a). In addition, the ISU’s website includes
forms where the public can request that sites dekield or unblocked; officials report an average
of 500 block requests and 100 unblock requestsiger

China. In its approach to the Internet, China has soagitategy which will allow it to
promote widespread, market-based diffusion of éstrtiology while still retaining governmental
control. Internet growth in China has continueddily since public access was first introduced
in the mid-1990s; as of December 2004, the govenhestimated that there were 94 million
users, or 7.2% of the populatibiecause filtering so much traffic through a sirigternational
gateway would be nearly impossible, Internet cdntr&€hina is more diffuse than in Saudi
Arabia. It is difficult to ascertain the specifechnological details, as China has been much less
open about the configuration and extent of its oestsp regime. All evidence suggests,
however, that China employs multiple, overlappiagelrs of Internet control which have been
quite effective at limiting the access of the migyoof users. Zittrain and Edelman (2002b)
describe a number of ways in which the architeatditbe Internet in China has been modified
to implement technological control. Blocking spexifeb pages on the basis of IP address has
been the most common. In September 2002, howewtimities implemented a more
sophisticated system capable of blocking pagesrdigaly, based on either keywords in the

URL (prohibiting Google searches on specific terfosjnstance) or in the actual web page
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requested. These methods of blocking are a stegnidgyrevious strategies and mechanisms
employed elsewhere, as they do not rely on a ps@egiblacklist of prohibited websites.

At the level of the international gateway, the @atone of China’s Internet control has
been its system of interconnecting networks. Whitamoting rapid proliferation of the ISPs that
provide Internet access to end-users, actual céinitgdo the global Internet has long been
channeled through a small number of interconnectatgorks with ties to government
ministries or important state companies. Four odenecting networks were initially established
in 1996; the number has since grown to nine, thagthe Ministry of Information Industries
has licensed additional networks it has made cetteit they are under effective state control
(Harwit and Clark 2001). Moreover, the structurgto$ market is more concentrated than the
number of interconnecting networks implies: the twp networks, ChinaNET and Chinal69,
jointly control 88% of international bandwid®fThis structure facilitates the implementation of
censorship at the national level. Chase and Mulvg¢A602), for instance, report that most
national-level Internet filtering is implemented the International Connection Bureau, a set of
computers belonging to ChinaNET owner China Teleddreover, the major networks
routinely exchange information about specific wadssthat they seek to block.

China has also augmented its control over Intearatitecture by establishing control at
the level of ISPs, Internet cafés, and chat ro@ush points of access to the Internet number
into the thousands, and most are thoroughly prigatgies without the same ties to the regime
as the interconnecting networks. At this more diéflevel, authorities can implement an
architecture of control indirectly, through theaghl influence over intermediaries and the
creation of a market environment in which cooperatvith authorities is good business practice.

China’s Internet regulations make ISPs, Interaéts, and chat rooms responsible for

16



online content, and the threat of sanctions (amésional large-scale crackdowns) have
encouraged these entities to implement their owhrelogical measures of control. It is likely
that at least some of the filtering methods describy Zittrain and Edelman (2002b) are
implemented by ISPs instead of (or in additiontbh@) interconnecting networks. For their part,
many Internet cafés have chosen to install blockofgyvare to limit what their patrons can view,
and chat rooms use a technology that scans fontaltg sensitive postings and sends them to a
webmaster for review (Chase and Mulvenon 20023didition to these filtering measures, ISPs
and Internet cafés have been required to impleteehnhological architectures that facilitate
government surveillance. Regulations introduce@dtober 2000 require ISPs to keep logs of
Internet traffic for 60 days and deliver the infation to authorities on request (Harwit and
Clark 2001). For their part, many Internet cafégehiastalled software that allows public
security bureaus to track user records and molmternet traffic remotely (Kalathil and Boas
2003).

Evidence from the cases of Saudi Arabia and Chomdéirens the expectation that the
architecture of the Internet is not inherently cohfrustrating, even if this characteristic was a
feature of the early Internet in the United StaRether, the logic of end-to-end network design
shows that authoritarian governments can constrattbnal computer networks attached to the

Internet in ways that facilitate technological coht

Perfect vs. Effective Control: The Importance of I nstitutional Constraints

While undoubtedly effective for the majority of usgethe technological measures of

control implemented by authoritarian regimes likei@ Arabia and China still fall short of an
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absolute constraint on Internet use. Internet otstre never 100% secure; they can almost
always be circumvented by determined, tech-saveysusilling to run risks and possibly pay
the costs of alternative access channels. In gua, | address these inherent imperfections in
technological measures of Internet control and exarthe ways in which authoritarian
governments have sought to supplement them bydgiregy a combination of legal, normative,
and market-based constraints. While perfect tedgicdl control over the Internet may never be
possible, these institutional constraints are egddar establishing effective control over
Internet use—a level of control that is sufficiémrt the political, economic, and social goals that
the authoritarian leaders seek to fulfill.

Those skeptical of arguments about Internet contnatinely point to the myriad ways
that determined users can circumvent technologmeasures of control. Saudi authorities have
acknowledged that many users are finding ways ¢esscforbidden websites, often through the
use of overseas proxy servers (Kalathil and Bo@R0ealthy Internet users who find this
avenue blocked can always dial into unrestricteacts in neighboring Bahrain—a common
practice in the days before public access was pieunin Saudi Arabia. In the Chinese case,
ongoing arrests of online dissidents confirm thedpgde are successfully engaging in types of
Internet use the government seeks to block. Zittaaid Edelman (2002b) and Chase and
Mulvenon (2002) detail a number of ways Chineserhmt users can attempt to circumvent
controls, from the use of peer-to-peer file shagggtems to entering the URLs of blocked pages
in ways that may fool censorship mechanisms.

In addressing the implications of these inevitalvéecks in national firewall systems, it is
important to distinguish between perfect contral affective control of the Internet. Libertarian

perspectives on Internet control are essentialhcemed with the individual—will the
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government be able to prevenefrom doing what | want to do online? For the maesttermined
and tech-savvy users, only perfect architecturaktaints will be able to control their online
activity. But the perspective of authoritarian gowaents, or of any authority seeking to exert
control over the Internet, is different. Here, twal is almost never perfect control, attempting to
thwart the evasive maneuvers of every enterpriseah-savvy individual. Rather, authoritarian
leaders seek to exert control with an externakesfe—control that is “good enough” with
respect to any number of important objectives,uditig regime stability and protection of local
culture. Effective control of this sort may notdlgle to change the behavior of the last tenth of a
percent of Internet users, but this small numbeaiiely enough to seriously challenge the goals
that most authoritarian regimes are trying to persu

It is in establishing and enforcing effective @aohbver the Internet that institutional
constraints on Internet use come most clearlypiay. To understand the interplay of
technological and institutional constraints, anneguic interpretation is useful, with unrestricted
Internet access thought of as a good demandedfeyetit numbers of users depending on the
price. While perfect architectural constraintghiéy existed, could control the behavior of every
user, institutional constraints are best seeniamgathe cost of circumventing control. The cost
may be literal in terms of market constraints—a.gatellite connection necessary to circumvent
national restrictions on the Internet. In termsag¥ or social norms, users face the metaphorical
(but still very real) costs of ostracism or punigmhwhen they are caught.

In this economic model, most consumers are quppyasing the Internet for
entertainment, online games, communication witnids, and access to officially-sanctioned
news sources; they place a low value on circummgrdontrols, especially with regard to

political information. Similarly, some percentageusers will always demand unrestricted
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access to the Internet even at extremely high gribey will spend money for technology to
circumvent censorship, engage in illegal politimanmunication at the risk of punishment, and
ignore disapproval from members of society who fiam lawless activity. As these costs are
raised, however, demand for unrestricted Interoe¢ss shrinks. The government’s goal is not to
set the cost so high that demand is completelyiedited; rather, authorities seek to reduce this
demand to the point of political insignificance.

Leveraging law, social norms, and the market teerée cost of unrestricted Internet use
allows for a much more effective implementatiorcohtrol than architectural constraints alone.
If firewalls can be circumvented with fancy techomy or international phone calls, the high
price of these activities helps to render this iéeckural constraint effective. If tech-savvy
patrons of Internet cafés can configure their bera$o access pornographic or dissident
websites, they will be stopped only by the ingrdikeowledge that such behavior is socially
unacceptable, or that café managers may be obgehair Internet use and could report their

transgressions to authorities.

Establishing Effective Control in Saudi Arabia abdina

The cases of Saudi Arabia and China both illustrate governments can leverage
institutional constraints to establish effectivetol over Internet use. In Saudi Arabia, the
government has found support for its censorshipmre@mong conservative Islamist groups that
are primarily concerned about pornography. Soaas against viewing material deemed
offensive to Islam encourage self-censorship amusegs, as do legal prohibitions on accessing
forbidden content and the possibility that suragiie mechanisms can identify violators.

Attempts to view blocked sites are greeted withessage that all access attempts are logged;
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ISPs are required to keep records on the identixsers and provide such information to
authorities if requested. In addition to these llaga normative sanctions, market conditions
(such as the high price of dialing into an ISP w&®f the country) have also discouraged those
who would seek to obtain unrestricted access tdntieenet in Saudi Arabia.

In China, the use of institutional constraintsliot@érnet access has been even more
extensive, likely due to the greater challengexeiréng purely technological control over a
broader and more diffuse Internet. One major way @hina promotes self-censorship involves
legal regulation of users. Authorities have engagéddgh-profile crackdowns on various
dissidents and individuals who run afoul of theulagjons by engaging in politically sensitive
communication. Chase and Mulvenon (2002) have effeumerous examples, from Huang Qi,
who operated a website with news about the Tianarmessacre, to members of the Falun
Gong who disseminate their materials online. Ser@gif several years in prison are common
for such offenses, undoubtedly deterring others might have inclinations to engage in similar
activity.

Similarly, periodic crackdowns on the Internetésand chat rooms that allow patrons to
engage in prohibited activities have encouragesktiermediaries to police their own users. In
addition to implementing the technological measwfasnsorship and surveillance detailed
above, they have added elements of human contoartgply with regulations. Internet café
managers tend to closely observe their users’eytabits, especially after a series of
crackdowns and closures of Internet cafés in 280tilarly, most chat rooms employ censors
known as “big mamas” who screen postings and déietee that touch on prohibited topics. The
operators of major Internet portals, who are fadkialto post information that “undermines

social stability,” have steered clear of anythimgemtially sensitive, offering primarily
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entertainment, sports information, and news froficiaf sources. Even where regulations do not
specifically require it, market conditions have em@ged the private sector to comply with the
state’s broad goals for the Internet. Doing businesChina means maintaining good relations
with the government. In early 2000, for instanogerdl00 of China’s major Internet
entrepreneurs signed a pledge to promote selfgliilseiand encourage the “elimination of

deleterious information [on] the Internet” (Kaldtand Boas 2003)

Conclusion

China and Saudi Arabia’s experiences with the abwirpublic Internet use offer a
common lesson about the Internet in authoritargmes. Ultimately, the Internet is a tool, a
medium of communication much like any other; it hasnherent political logic, no “built-in
incompatibility [with] non-democratic rule” (Taubma998: 256). As a tool, its political impacts
will depend largely on who controls the medium andshat manner they seek to use it. The
Internet was initially considered an inherently wohfrustrating form of communication
because of features incorporated into the netwypiksldesigners. However, nothing in the
technological architecture of the Internet ensuhed it would remain difficult to control as it
spread around the world. Rather, the architectliteeolnternet is characterized by great
flexibility at the macro-level, and the leadersaothoritarian regimes can take advantage of this
flexibility to embed elements of control into theortions of the Internet. When leverage over
Internet architecture is combined with legal, naiiweg and market constraints, authorities can
exert effective control over the use of the Intérpesventing serious challenges to the economic

and political goals that they pursue.
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It is important to recognize that China and Saudibfa’s efforts at controlling use of the
Internet do not constitute mere restrictions ondifi@sion of the technology within their
borders. While some authoritarian regimes suchudm@nd Burma have sought to control the
Internet by regulating access, China and SaudiiAraéve been enthusiastic about promoting
widespread access to their national networks (thdlg latter did so only after perfecting its
mechanism for content censorship). Rather thanpilagrdown on Internet growth in a reactive
fashion, they have sought proactive measures dfaaver the technology that are consistent
with its rapid growth. In doing so, they are aldegain many of the economic benefits that
accompany greater Internet access, as well agipr@ved legitimacy that may come from
establishing online government services and reduoomruption and graft. While these two
extreme cases of Internet control are not necégsapresentative of a general trend among
authoritarian regimes, they do illustrate a di@tin which other countries may move in the
future as they seek to emulate these successfulea of Internet control.

Indeed, there is evidence that increasing goverhowntrol of the Internet is a trend not
only in authoritarian regimes but among advancedsirial democracies as well. In the
international security environment that has folldviiee terrorist attacks of September 11, 2001,
the United States has placed much less emphasiee dreedom of information flow abroad and
at home and has sought greater control over tleenet within its own borders. The USA
PATRIOT Act legalizes a certain degree of Inteset/eillance without a warrant or the
establishment of probable cause. Moral concerne hbo encouraged greater control: federal
E-Rate funding for Internet access in public limardepends on the implementation of filtering

schemes to limit access to pornography. Finalljiémtial corporate interests such as the
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Recording Industry Association of America (RIAAMeasuccessfully lobbied for government
crackdowns on file sharing and other technolodias ¢ould be used for copyright infringement.
In speculating about the more long-term prospemtsdntrol of the Internet, one should
recall that accurately predicting the impact ofexible technology is an inherently difficult
enterprise. Given its flexibility, the specific tewlogical characteristics of the Internet in any
given environment will be largely contingent upbe political, economic, and social conditions
that prevail. Moreover, the institutional consttaithat influence Internet use—law, the market,
and social norms—are similarly capable of change time even when they exhibit a certain
degree of stickiness. To say that China’s lawsmaatket environment or the social norms
prevailing in Saudi Arabia currently support gowaent control of Internet use does not mean
that they will continue to do so fifty years henééile it is not an automatically control-
frustrating technology, a more liberal future foe tinternet is certainly possible. Such an
outcome, however, will depend largely on the insiinal variables shaping the evolution of
Internet technology and the manner in which itaed+—not on any inherent characteristic of the

Internet itself.
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Notes

Taylor C. Boas is a Ph.D. candidate in politicaésce at the University of California, Berkeley,
and co-author oDpen Networks, Closed Regimes: The Impact of teenket on Authoritarian
Rule(Carnegie Endowment for International Peace, 20683 publications on this topic have
also appeared iStudies in Comparative International Developm&mSA-CRFirst Monday

andThe Washington Quarterly.

! Indeed, the governments of many authoritariarmegihave sought to emulate the tactics of
those most successful at controlling Internet #sdathil and Boas 2003: 138), so China and
Saudi Arabia may well serve as practical examplesthers.

2 While often conflated with the effects of highdikand low marginal costs, network effects
are a separate mechanism in that they involve asang demand for a more widely used
technology rather than a lower cost to supply thetinology in the marketplace (Lemley and
McGowan 1998).

3 Arthur’s fourth characteristic, adaptive expednas, is not considered here because it is not a
characteristic of a technology per se but rathetsaidoption process. Moreover, adaptive
expectations in this context are largely a restuttatwork effects.

* This does not mean, of course, that the Intermeitso-level standards are impossible to
change. Indeed, there have been initiatives to sttee of the network’s core protocols
(Blumenthal and Clark 2001, Lemley and Lessig 20B0y} this task is a more difficult one than

altering the Internet by adding new functions appliaations.
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> See <http://www.isu.net.sa/surveys-&-statisticatrusers.htm>. More recent figures were
not available.

® See the description of Saudi Arabia’s censorsigne on the ISU website,
<http://www.isu.net.sa/>.

" See <http://www.cnnic.net.cn/>. An estimated 74iom Chinese citizens (5.7% of the
population) were using the Internet as of SepteribéB. In relative terms, therefore, the
numbers of users in China and in Saudi Arabia aite gomparable.

8 China Internet Network Information Center, "1 Statistical Survey Report on the Internet

Development in China,” January 2005, availablerdtps//www.cnnic.net.cn/ >.
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