Abstract #99

Smartphones have become an emerging platform for both personal and business applications.
As the most popular mobile operating system for smartphones, Android offers great flexibility not only for users but also for application developers.

However, this flexibility exposes users to additional security threats. This poster describes our ongoing research effort towards Android security issues.

We first instantiate two types of possible attacks that can be launched on current Android applications available on the market.

To further explore the vulnerabillities, particularly in the finance and health sector, we are developing a tool that leverages

data mining techniques to automatically extract and analyze the security information of these applications, in order to detect and

report the potential security threats. Moreover, we have analyzed and categorized more than a dozen security solutions proposed by
different research groups. This poster provides a concise overview of this survey result. Most tools prevent potentially malicious
communication within the Android operating system by repeatedly checking all communication channels and making security decisions

pased on a predefined security policy. Addressing the limitations of the current approaches, we propose two directions for further research.
—irst Is to Implement a probabilistic protection mechanism as part of the Android framework that leverages the historical data to make
netter security decisions while reducing the energy overhead. The second proposed research direction is developing an Eclipse plug-in to
orevent attacks by educating developers to write more secure Android applications.
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Analyzed 13 security solutions from different research
groups

8 solutions introduce substantial overhead
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