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One-way entangled-photon autocompensating quantum cryptography
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A quantum cryptography implementation is presented that uses entanglement to combine one-way operation
with an autocompensating feature that has hitherto only been available in implementations that require the
signal to make a round trip between the users. Using the concept of advanced waves, it is shown that this
proposed implementation is related to the round-trip implementation in the same way that Ekert's two-patrticle
scheme is related to the original one-particle scheme of Bennett and Brassard. The practical advantages and
disadvantages of the proposed implementation are discussed in the context of existing schemes.
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The idea of using quantum systems for secure communitool for developing intuition about two-photon interference
cations originated in the 1970s with Stephen Wiesner’s intuexperiments that demonstrate entanglement in tji@],
ition that the uncertainty principle, commonly derided as aspace[11], and, trivially, polarization. For a discussion of
source of noise, could be harmnessed to detect unauthorizédPParent backward-in-time processes in the more general
monitoring of a communication chann]. The first quan-  cONtext of quantum information theory, see Ra].
tum cryptographic protocalBB84) was published by Ben- The strong interest in absolutely secure communications

. Lo has fueled an ongoing effort to determine which protocol
nett and Brassard in 19§2]. While rigorous proofs of the leads to the best performance in practical implementations.

security of BB84 under realistic conditions have only re- ;1997 Mulleret al. introduced autocompensating quantum
cently emerged(cf. Ref. [3], and references thergjnthe cryptography(AQC), in which the optical signal makes a
“no-cloning theorem”[4] published in 1982 provides a one- round trip between the legitimate usécommonly referred
line security proof applicable in ideal circumstances. Givento as Alice and Bop[13]. The scheme is described as auto-
the obvious choice of light as a signal carrier, the path tacompensating since it provides high-visibility interference
practical quantum cryptography was clear: develop robusivithout an initial calibration step or active compensation of
experimental methods to create, manipulate, transmit, andrift in the optical apparatus; these favorable properties led
detect single photons. For an excellent summary of progressie authors to refer to their scheme informally as “plug-and-
in the theory and practice of quantum cryptography, see Reflay quantum cryptography.” While this scheme and its re-
[5]. finementd 1418 represent substantial progress in the quest
The nascent field of quantum cryptography took an unexfor a practical quantum cryptography implementation, the
pected turn in 1992 when Ekert published a new protp8bl requirement that the signal travel both directions along the
that derived its security from the violation of Bell's inequal- transmission line leads to nontrivial technical difficulties.
ity [7]. The practical importance of this scheme was imme- In this paper, we describe one-way entangled-photon au-
diately questioned by Bennett al. [8]. They pointed out tocompensating quantum cryptograpl®wW-AQC) in which
that the same hardware required for Ekert's protocol could bewo photons travel one waig.g., from Alice to Bob, instead
used to implement the more efficient BB84 protocol. This isof one photon traveling back and forth, as in AQC. The for-
accomplished by regarding the two-particle source togethemal association of OW-AQC with AQC follows directly
with one detection apparatus as a single entity that producggom the advanced-wave view, just as Ekert's scheme fol-
a localized quantum statée., one of the four BB84 polar- lows from BB84. While Ekert's scheme employs entangle-
ization statesto be detected by the other detection apparament to allow an alternative space-time configuratisignal
tus. Although not described as such, their objectionsource between Alice and Bob versus a source on Alice’s
amounted to an application of the concept of advancedide, OW-AQC employs entanglement to achieve immunity
waves[9]. This method, pioneered by Klyshko, establishes &o interferometer drift within the original paradigm of a one-
formal equivalence between the following two optical con-way quantum channel from Alice to Bob. Thus, our result
structs:(1) the propagation of two entangled photons from aprovides an example of the capability afforded by quantum
localized source to a pair of remote detectors &dthe  entanglement.
propagation of a single photon from one detector backwards This paper is organized as follows. First, we briefly re-
towards the source, where it is reflected, and then forward tgiew the standard AQC scheme. Second, we introduce OW-
the other detector. The advanced-wave method is a powerfllQC and show that it combines one-way operation with the
insensitivity to drift that is characteristic of its predecessor.
Third, we point out the formal equivalence of the two meth-
*Electronic address: walton@bu.edu; Quantum Imaging Laboraeds from the advanced-wave viewpoint using space-time dia-
tory homepage: http://www.bu.edu/qil grams. Finally, we discuss the relative merits of OW-AQC.
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same physical phase shifter at different tintasd similarly

Autocompensating One-Way Autocompensating

Quantum Cryptography (AQC) Quantum Cryptography (OW-AQC) for A1-A4). The probability of a detection at Bob’s detector
A Alice Bob @ © Alice; i Bob is given by
v @O HEv l S o @mﬁ@ Pyx1+cog(B2—B1)+(A2—Al)+(A4—A3)
l +(B4—B3)]. (&N
L

From this expression, we see that only the relative phase
between the phase modulator settings affects the probability
of detection. Thus, by settinB1=B2 andAl1=A2, Alice

and Bob can implement the interferometric version of BB84
by encoding their cryptographic key in the difference settings
App=A4—A3 andA pg=B4—B3. Since the resulting ex-
pression

Py 1+ cogApa+ Adg) (2)

52

' 7] is independent of the time delay in Bob’s interferometer and
'E:y‘. the absolute phase settings in either modulator, Alice and

... _ Bob are able to achieve high-visibility interference without

'z 0 z, s 2y Iy 2 initial calibration or active compensation of drift.

Figure Xc) contains a schematic of OW-AQC. Alice’s
FIG. 1. (a) and (c) depict schematics for AQC and OW-AQC, source(S) produces a specific two-photon state that is trans-

respectivelyL is a source of laser pulseS,emits the two-photon mitted to Bob and analyzed with a Mach-Zehnder interfer-

entangled statBV') described by Eq(3), C is a circulator, AT is an  ometer and a single detector that is activated for two distinct

attenuator, PM is a phase modulator, #BdD,, D)) are detectors. time intervals. As in AQC, Alice and Bob change the settings

(b) and (d) depict the associated space-time diagrams that indicatef their respective phase modulators at specific time intervals

how the interference condition between the two amplitudes is conin order to implement BB84. The two-photon state that Alice

trolled by both Alice and Bob. The dotted space-time trace®)n  sends to Bob consists of an early photevhich is emitted

are used in the text to explain the relationship between the tw@rom Alice’s source in the time intervale[ —2T,0]) and a

methods from the viewpoint of advanced waves.(dij the four late photon (which is emitted in the time intervat,

rectangles at the poirt=zp correspond to the four time intervals _ [0,2T]). The joint emission times of the early photon and
labeled atz=z, andz=2zg. The unshaded boxes indicate the two the late photon are described by the Statdf)

time intervals during which Bob’s detector is activated. The solid_”dt dtf(t t|)|t )|t|> where
e e e 1

and dashed space-time traces depict two interfering two-photon am-
plitudes, as described in the text. S(tett)), —2T<t,<0
e ' e

f(te,ty)e 3

Figure 1a) contains a schematic of AQC. The protocol 0 otherwise.
begins with Bob launching a strong pulse from a lader
into a Mach-Zehnder interferometer via a circulai®y. This  This particular entangled state entails perfect anticorrelation
interferometer splits the pulse into an advanced amplitudé the time of emission of the two photons; thus, while the
(P1) and a retarded amplitudé®2). The amplitudes travel difference in emission times of the two photons is uniformly
through phase modulatof®M) on Bob’s side and Alice’s distributed over the interval0,4T], the sum of the emission
side, and are then attenuate¥l’) to the single-photon level times is fixed at=0 for each emitted pair. By Fourier du-
and reflected by Alice back to Bob. Although bd?h andP2 ality, the two photons are correlated in frequency. While the
will again be split at Bob’s Mach-Zehnder interferometer, bytypical configurations for practical sources of entangled pho-
gating his detector appropriately, Bob can postselect thoston pairs produce frequency anticorrelation, the frequency-
cases in whiclP1 takes the long path areR takes the short correlated case has been discussed in several gd@er24.
path on the return trip. Thus, the interfering amplitudes ex- Figure 1d) presents a space-time diagram of the OW-
perience identical delays on their round trips, ensuring insenAQC protocol. The two-photon entangled state is sent
sitivity to drift in Bob’s interferometer. through Alice’s phase modulator at positias z,, where
The role of the phase modulators can be readily undershe sets the phase shifts1-Ad) for the four time intervals
stood by examining the space-time diagram of this protocoindicated in the diagram. Next, the two-photon state is trans-
[see Fig. 1b)]. The eight boxe$A1-A4, B1-B4) refer to the  mitted along the channel to Bob, where it is sent through
phase settings on the two modulators as the two amplitudg3ob’s phase modulatorz&zg). A Mach-Zehnder interfer-
pass through each of them twice. For exampi2,refers to ometer ¢=zy) then delays a portion of the radiation by a
the phase acquired by the delayed amplitude of the pulse théime 7. Finally, Bob's detector =zp) is activated for two
Bob sends to Alice, whil®4 refers to the phase acquired by time intervals of lengthT that correspond to the second
the same amplitude as it travels back from Alice to Bob. Ithalves of the early and late photon wave packets. Gating
should be understood thBfL—B4 refer to the settings of the Bob’s detector in this way postselects the cases in which the
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advanced(delayed portion of each photon takes the long times (.,t;))=(—3T/2,3T/2) and the dashed traces entail

(shorh path. This postselection reduces the photon flux byemission times t¢,t,)=(—T/2,T/2). For delayr=T, the

half and obviates the need for rapid switching of opticalportion of the solid and dashed amplitudes leading to a co-

paths. Since the time intervals are nonoverlapping, we maincidence are indistinguishable after Bob’s Mach-Zehnder

consider that Bob is using two detectors that are distininterferometer. This indistinguishability brings about quan-

guished by the ordering of their respective time windowstum interference that varies continuously between com-

Thus, for the rest of the paper, we refer to two detectors oletely constructive and completely destructive, depending

Bob’s side,D, and D,, which correspond, respectively, to ON the joint phase settingsl-A4, B1-B4. _

the early and late activation intervals of Bob's single physi- BY activating detector®, andD, for a durationT at times

cal detector. (zp/c)—T and (zp/c) + T, respectively, Bob establishes the
The tWO_photon interference can be seen by examininép"OWing relation between the electric-field operat6r§| at

the space-time trajectories of two specific two-photon ampliis detectors and the annihilation opera&gt) associated

tudes. In Fig. 1d), the solid space-time traces entail emissionwith |t):

N s i PR RE J S
Ee(ty) e ¢ ¢ ¢ (4)
0 otherwise,
. el(A3+B3)g tz_z—D_T +el (A +BYg| 1, — Z—D), T<t,— 2ot
Ey(ty) ¢ ¢ c (5
0 otherwise,

wherer is the delay in Bob’s Mach—Zehnder interferometerates pairs of photons with coincident frequendi8sin Fig.

andc is the speed of light. Substituting these relations intol(d)] is nothing more than a mirrgas required by Fig. (b)]

the expression for the probability of a coinciden®  when analyzed from the advanced-wave viewpoint. Thus,

o [ [dtydty| (O] Ee(ty) Ei(t2)| W)|?, we obtain Klyshko's advanced-wave interpretation provides an intui-
tive justification for the equivalence between the probability

T of single-photon detectiohEq. (2)] and the probability of
PCO(A( T )[1+C03A¢A+A¢B)J two-photon coincidencgEq. (6)] with respect to the phase
modulator setting®\1-A4 andB1-B4.
n 1 A( T_T/Z) A= 3T/2) , ©6) Here we provide a qualitative comparison of AQC and
2 T/2 T2 OW-AQC. While AQC requires that only one photon travel

. the distance between Alice and Bob after Alice attenuates
whereA(x)=1—|x]| for —1<x<1 and 0 otherwise. When pqpg signal to the single-photon level, OW-AQC requires
7=T, this equation reduces to the expression for the probga; two photons travel the same distance. Thus, the loss

abilitfy of det(_ection i.n AQfC[see qu:(2)]. To impltra]mlenththe incurred in OW-AQC is approximately twice that of AQC for
interferometric version of BB84, Alice and Bob hold the set- the same distance. However, the use of a strong pulse on the

tings of their respective phase modulators constant for th’ﬁrst leg of the round trip in AQC also contributes to a dis-

first two time intervals depicted in Fig.(d) (i.e., A1=A2 . -
~ : X advantage relative to OW-AQC. Specifically, backscattered
and B1=82), and manipulate the difference termisj, light from the strong pulse is guided directly into Bob’s de-

=A4—-A3 andA ¢g=B4—B3. The crucial point is that the . .
interference condition is independent of the absolute settingcmrs and can lead to unacceptably high bit-error rates. An-

or drift in either of the phase modulators. This demonstrate ther advant,age .Of OV.V'AQC Is immunity frqm th? “Trqjan
that OW-AQC achieves the insensitivity to absolute phas&'0rS€ attack5], in which Eve sends an optical signal into

settings characteristic of AQC, while requiring only one pas¢*ice’s lab and measures the state of the reflected light in
through the optical system. order to infer the setting of Alice’s phase modulator. While

It is instructive to compare the space-time diagrams ir@" optical isolator can subvert this attack in the case of OW-
Figs. b) and ¥d). Reflecting the dotted traces in Fighl ~ AQC, the bidirectional flow of optical signals in AQC pre-
around the ling=0 results in the exact space-time arrange-vents this defense. In AQC, the probability of detection is
ment of Fig. 1d). This construction also provides a clear independent of the delay in Bob's interferometefsee Eq.
explanation of why the two-photon state described by(By. (2)], while in OW-AQC the interference condition is inde-
is chosen to possess frequency correlation instead of thgendent ofr, but the visibility of this interference is npsee
more common frequency anticorrelation. A device that cre€g. (6)]. Thus, while drift in the absolute values of the phase
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modulations will not affect the performance of OW-AQC, In summary, we have described a quantum cryptography
drift in the optical delay must be minimized to maintain implementation that exploits quantum entanglement to
high-visibility interference. achieve the favorable stability of AQC without requiring a

It is important to note that OW-AQC requires the round trip between Alice and Bob. This work demonstrates
frequency-correlated two-photon entangled state described #at quantum entanglement can offer practical advantages
Eqg. (3). This state has been investigated theoreticEl§],  with respect to noise in quantum cryptography implementa-
and several experimental methods for creating the stai§ons, The next step in evaluating the promise of this ap-
have been proposd@0-24. However, the state has not yet yrgach for practical quantum cryptography involves explicit
been experimentally demonstrated. While frequency-antizynerimental proposals for creating the source described by
correlated photon pairs are naturally generated when a mon%-q_ (3) and quantitative performance analysis.

chromatic pump beam impinges on a nonlinear crystal, Both this work and Ekert's landmark papgs] linking
ft)requdert;cy—ccj:orrelatgd pho(';on p(f;urs are only generr]ated Whenc?uantum cryptography and Bell's theorem describe two-
road-band pump is used, and constraints on the paade . . :
o . . . photon interference effects that employ different space-time
group velocities of the pump, signal, and idler are SatISfledponfigurations to perform tasks er()avi)é)ust achie?/ed with

These constraints can be satisfied in a collinear setup by, le-nh inter Th . b
exploiting the birefringence of the nonlinear crysia0,21. Ingle-photon interference. These constructions can be seen

An enhanced flexibility in satisfying these constraints can béS applications of Klyshko's theory of advanced waves,
achieved by imposing a periodic modulation of the crystal'swhich provides a formal equivalence of one- and two-photon
nonlinear coefficienf23]. A second approach to satisfying interference experiments.

these constraints is to exploit the inherent symmetry of a

configuration in which a nonlinear waveguide is pumped at , . ,

normal incidence such that the down-converted photons are 1his work was supported by the National Science Foun-
counterpropagating24]. The advantage of this method is dation; the Center for Subsurface Sensing and Imaging Sys-
that frequency-correlated photon pairs can be generatd@ms(CenSSI$ an NSF Engineering Research Center; and
regardless of the dispersion characteristics of the nonlinedhe Defense Advanced Research Projects AgeDRPA).
material.
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